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Preface

It is our great pleasure to present you the Proceedings of the Workshops
held in conjunction with the 15" International Conference on the
Internet of Things (IoT 2025) on November 18, 2025, at Vienna Uni-
versity of Technology (TU Wien) in Vienna, Austria. Two specialized work-
shops were organized, focusing on different key aspects of contemporary IoT
systems, in addition to a hands-on tutorial on orchestrating federated learn-
ing services. Following a peer review process by the organizers and technical
program committee members, a number of papers were selected for presenta-
tion and are included in this volume. The program further included exciting
keynote talks and panel sessions. The following events took place:

e LongevloT 2025: 2nd International Workshop on Longevity
in IoT Systems, organized by Boris Sedlak (TU Wien, Austria),
Malte Josten (University of Duisburg-Essen, Germany), and Peter
Zdankin (University of Duisburg-Essen, Germany). LongevloT 2025
focused on challenges associated with the premature aging of IoT sys-
tems and the quest for IoT longevity.

e ScaleSys 2025: 1st International Workshop on Intelligent and
Scalable Systems across the Computing Continuum, organized
by Reza Farahani (University of Klagenfurt, Austria), Lorenzo Carne-
vale (University of Messina, Italy), Nishant Saurabh (Utrecht Univer-
sity, the Netherlands), and Gabriele Russo Russo (University of Rome
Tor Vergata, Italy). ScaleSys 2025 addresses the intersection of com-
puting systems and Al, particularly with respect to building and oper-
ating scalable, intelligent, and sustainable systems and services across
the edge—cloud computing continuum.

e Tutorial on Orchestrating Hierarchical Federated Learning
Pipelines with the AloTwin Middleware, organized by Ivan Cili¢,
Ana Petra Juki¢, Katarina Vuknié¢, and Ivana Podnar Zarko (Univer-
sity of Zagreb, Croatia) and including presentations and hands-on ses-
sions.

We would like to thank the workshop and tutorial organizers, including
the members of the technical program committees, for their efforts to create a
very interesting program, and the authors for submitting their latest research
findings. We extend our gratitude to the IoT 2025 general chairs, as well as
the local organizers at TU Wien for their relentless efforts. Finally, we would
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like to acknowledge the support of TU Wien Bibliothek in the preparation
of this proceedings volume and for hosting it online.

We sincerely hope that you find the contributions included in this volume
interesting and inspiring.

IoT 2025 Workshop Chairs

Pantelis Frangoudis, TU Wien
Dragi Kimovski, University of Klagenfurt
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Abstract

Resource constraints and hardware aging make long-term neural in-
ference on embedded and IoT devices increasingly challenging. We
present Neural Caching, a lightweight inference mechanism that ex-
ploits the piecewise-linear structure of Artificial Neural Networks
(ANNs) with piecewise linear activation functions to accelerate
evaluation without retraining or model compression. Our approach,
Neural Caching, associates each locally linear region of an ANN
with a cached affine mapping and reuses it for subsequent inputs
falling within the same or nearby activation region. This enables
full predictions to be computed via a single matrix multiplication
instead of potential multiple matrix multiplications. Experiments
on four human-activity recognition datasets demonstrate up to an
order-of-magnitude reduction in inference time while preserving
classification performance metrics within +0.1% of baseline ac-
curacy. By lowering computational load and power draw, neural
caching extends device lifetime and supports sustainable, long-term
deployment of machine-learning models in real-world IoT environ-
ments.

CCS Concepts

« Computer systems organization — Neural networks; « The-
ory of computation — Caching and paging algorithms.

Keywords

artificial neural networks, inference-time caching, hardware longevity,
time-series classification

1 Introduction

The rapid proliferation of IoT devices has fundamentally changed
how we sense, collect, and act upon environmental data. Millions
of connected sensors now operate continuously in smart cities,
industrial monitoring, agriculture, and healthcare, often in resource-
constrained and physically exposed environments. A persistent
challenge in these systems is longevity: as hardware ages, sensors
and embedded processors experience gradual degradation—battery
capacities decline, compute throughput diminishes due to transistor
wear and thermal stress [Kraak et al. 2018; Zaidi et al. 2024], and

This work is licensed under a Creative Commons Attribution 4.0 International License.
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replacement is often infeasible. Sustaining reliable and efficient
machine-learning inference under such conditions remains an open
problem.

Neural networks have become a dominant approach for analyz-
ing complex sensor data, owing to their ability to capture nonlinear
dependencies and generalize across heterogeneous and noisy envi-
ronments. However, their deployment on IoT devices remains lim-
ited by computational and energy constraints: deep models require
substantial processing power and memory, accelerating battery de-
pletion and reducing device lifespan. Common model-compression
techniques—such as pruning, quantization, and knowledge distilla-
tion—help mitigate these costs, yet they often require retraining and
may introduce slight losses in predictive accuracy. Moreover, most
of these approaches assume static hardware performance and do
not adapt to gradual degradation or varying operating conditions
over time.

Recent theoretical work has shown that neural networks with
piecewise-linear activation functions (such as Rectified Linear Unit
(ReLU) or hard tanh) partition their input space into exponentially
many linear regions [Montufar et al. 2014]. Within each region, the
network behaves as a single affine transformation. This structure
opens the door to alternative forms of acceleration that exploit
redundancy in repeated inference: if multiple inputs fall into the
same linear region, their outputs can be computed by a cached
linear mapping instead of full forward propagation.

In this work, we build upon this insight and propose an inference-
time caching mechanism tailored for IoT time-series models. While
caching has been explored in convolutional and vision networks—e.g.,
through feature reuse across video frames or linear-region enumera-
tion for small Multilayer Perceptrons (MLPs) [Joyce and Verschelde
2024, 2025]—it has not, to our knowledge, been applied to contin-
uous time-series data on embedded IoT platforms. Our method
exploits the local linearity of ReLU networks to cache region-wise
affine transformations encountered during normal operation. Sub-
sequent inferences that fall into known regions are executed by
lightweight matrix multiplications, yielding substantial compute
and energy savings.

This approach directly addresses the longevity issue of IoT de-
vices. As compute resources degrade and batteries age, the algo-
rithm maintains acceptable latency through increasing cache hit
rates, effectively compensating for lost performance. In addition, by
reducing active computation and the number of recharge cycles, it

https://doi.org/10.34749/3061-1008.2025.1
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extends sensor lifetime and supports sustainable, long-term opera-

tion without sacrificing model capacity. Larger, more generalizable

models—previously impractical on constrained hardware—can thus

be deployed efficiently using our region-based caching scheme.
Our main contributions are as follows:

o We formulate a region-based caching algorithm for piecewise-
linear neural networks and adapt it for time-series inference
on embedded IoT devices.

e We demonstrate that caching affine mappings across lin-
ear regions yields consistent inference-time speedups as
hardware performance degrades.

e We show that our approach preserves model accuracy while
significantly reducing used computation power, thereby
prolonging device longevity.

The remainder of this paper is organized as follows. Section 2
reviews related work on neural network acceleration and caching.
Section 3 outlines the theoretical background of ReLU linear re-
gions. Section 4 introduces the proposed Hierarchical Hypersphere
Caching algorithm, followed by experiments and results in Section 5.
Section 6 shows the limitations of our work. Section 7 concludes
the paper and discusses future research directions.

2 Related Work

Neural-network acceleration without retraining has been explored
from several complementary directions, including (i) exploiting
piecewise-linear structure, (ii) inference-time caching, (iii) condi-
tional computation, and (iv) lookup-table acceleration.

Piecewise-Linear and Region-Based Methods. ReLU networks par-
tition input space into linear regions, each defining an affine map-
ping. Early locally weighted learning approaches such as locally
weighted regression and locally weighted projection regression [Atke-
son et al. 1997] approximated nonlinear functions through local
linear models, effectively forming a piecewise-linear surface but
requiring large memory and neighbor search—impractical for em-
bedded devices. Mixture-of-Experts (MoE) networks [Shazeer et al.
2017] achieve conditional computation by activating only a subset
of sub-networks per input, but increase model size and training
complexity. Joyce and Verschelde [Joyce and Verschelde 2025] for-
mally characterized how each activation pattern in a ReLU network
corresponds to a unique affine mapping, providing the theoreti-
cal basis for region caching. Their work was primarily analytical
and demonstrated on small multilayer perceptrons. Building on
this principle, we extend the concept to time-series inference on
IoT hardware, where activation patterns recur naturally. Unlike
prior theoretical studies, we address limited cache memory, hard-
ware degradation, and continuous deployment, thereby enabling
longevity without retraining.

Inference-Time Caching and Feature Reuse. Balasubramanian et
al. [Balasubramanian et al. 2021] introduced GATI, which learns
to predict layer outputs from cached representations, achieving
up to 7.7 latency reduction in cloud settings. However, as it re-
lies on auxiliary models and continuous retraining, it is unsuitable
for low-power IoT nodes. In contrast, our cache stores numeri-
cally exact affine mappings from previous activations, requiring
no additional learning. Feature reuse has also been explored in

Copyright (©) 2025 The author(s).
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vision. DeepCache [Xu et al. 2018] caches convolutional feature
maps across similar video frames, achieving ~18% speedup and
20% energy savings on mobile devices. These approaches exploit
spatial or temporal locality but depend on heuristic frame matching.
Our region-level cache instead operates on the network’s intrinsic
linear structure and guarantees exact reuse for repeated activation
patterns.

Conditional Computation. Early-exit networks and MoE mod-
els achieve conditional computation by activating only part of the
network—either exiting early or selecting a subset of experts per
input—trading slight accuracy loss for speed [Addad et al. 2023;
Bolukbasi et al. 2017; Shazeer et al. 2017; Teerapittayanon et al.
2016]. While effective, both require architectural changes or re-
training. In contrast, our approach performs exact computation
reuse within an unmodified pre-trained model and can complement
such dynamic-inference methods.

Lookup-Table Accelerators. Lookup-table (LUT) methods replace
arithmetic with indexed lookups. MADDNESS [Blalock and Guttag
2021] precomputes subspace dot products to approximate matrix
multiplications, reducing compute at the cost of minor accuracy loss.
LUT-NA [Sen et al. 2024] performs exact digital inference via low-
precision LUT operations, achieving up to 3.3x lower energy and
29% smaller area without retraining. These hardware optimizations
complement our method: LUTs accelerate every operation, while
caching avoids redundant ones. Both align with inference-time,
model-agnostic efficiency gains.

Overall, prior work accelerates inference through data locality,
architectural sparsity, or hardware substitution. Our method specif-
ically applies linear-region caching to time-series neural inference
on IoT devices—reusing exact affine mappings across repeated acti-
vation patterns to reduce compute and energy consumption under
hardware aging, thereby extending device longevity without re-
training or model modification.

3 Background
This section introduces the notation and theoretical concepts un-

derlying ReLU-based feedforward neural networks used in this
work.

Network structure. We consider a neural network fy : @ — R®
with trainable parameters 6. The domain Q ¢ RP denotes the
input space of dimension D, and the output R€ corresponds to the
unnormalized class logits. Each hidden layer [ € {1,...,L} consists
of dj neurons, parameterized by a weight matrix w ¢ pdrxdi
and bias vector b!) € R% _ Given an input x € Q, the forward pass
proceeds recursively as

p® = wDg= L pO O = G(pa)) i (1)
where q(o) := x denotes the input layer. The final layer is linear:
fo(x) = WD () 4 pHD, 2)

The resulting vector fy(x) contains one logit per class, typically
transformed by a softmax function for probabilistic classification.

https://doi.org/10.34749/3061-1008.2025.1
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Layer 1 Neuron Boundaries
Layer 2 Neuron Boundaries

---- Layer 3 Neuron Boundaries

Input domain:
[-1,112

Input Layer —— Hidden Layers —— Output Layer

—— Decision Boundary

O Hidden Neuron Output

Red: Positive, Blue: Negative,
Output of Grid Sampling  White: Zero

Figure 1: Linear regions in a ReLU MLP trained on a synthetic signed distance dataset of a circle. Dashed lines denote distinct
affine regions of the ReLU network. Red indicates positive, blue negative values and white zero.

Piecewise linearity. The ReLU activation [Nair and Hinton 2010]

is defined as
o(x) = max(0, x), 3)
and is linear on each side of its non-differentiable point at zero.
Because every layer in Egs. (1)-(2) is an affine map followed by
a ReLU, their composition is also affine on local subsets of the
input space. Thus, any feedforward ReLU network (in this case
fo) represents a continuous piecewise-linear function [Arora et al.
2018; Hanin and Rolnick 2019]. Each neuron defines a hyperplane

(xeRP | pP (%) = 0}, (4)

that partitions the space into two half-spaces where the neuron is
active (p > 0) or inactive (p < 0). The pattern of active neurons
determines a region of linearity, within which the network behaves
as a single affine mapping [Poole et al. 2016; Raghu et al. 2017].

Partitioning into linear regions. The intersection of all neuron
hyperplanes across layers subdivides Q into convex polytopes or
linear regions [Hanin and Rolnick 2019; Montufar et al. 2014]. Each
region corresponds to a unique binary activation pattern across
neurons, and the network is affine inside that region:

]?(x) =Wx+b. (5)

Here, W and b are obtained by collapsing all active submatrices of
w® and corresponding biases through the network hierarchy. The
affine form in Eq. (5) remains valid within the region C and changes
only when the input crosses a neuron boundary, activating or deac-
tivating a unit. Figure 1 shows the regions for a two-dimensional
example trained on a synthetic dataset representing a signed dis-
tance function of a circle. The input domain is sampled on a grid;
each circle represents the output of the neuron after applying ReLU.
Dashed lines indicate the neuron boundaries (zero-level set) that
separate the piecewise linear parts.

Geometrically, each hidden neuron introduces a half-space con-
straint, and deeper layers iteratively refine the subdivision of Q.
The number of regions grows combinatorially with depth: a deeper
ReLU network can carve exponentially more regions than a shal-
low one with a similar parameter count [Poole et al. 2016; Raghu
et al. 2017]. Montufar et al. [Montufar et al. 2014] established lower
bounds on this growth, showing that an L-layer network with n
neurons per layer can realize on the order of Q((n/ny) (L=1)no ynoy

Copyright (©) 2025 The author(s).

distinct regions, where ng is input dimension. Telgarsky [Telgarsky
2016] further demonstrated that depth yields exponentially more
expressive power: there exist functions representable by a depth-
O(k®) network that cannot be approximated by any network of
depth O(k) unless it has exponentially many neurons. These find-
ings formalize the intuition that deeper networks can form more
complex decision boundaries through hierarchical region compo-
sition. For classification, transitions between classes occur at the
boundaries where two logits are equal, forming a piecewise-linear
approximation of the underlying decision manifold [Hanin and
Rolnick 2019].

4 Hierarchical Hypersphere Caching

The piecewise-linear structure of ReLU networks partitions the
input space into a collection of linear regions where the network
behaves as an affine function [Arora et al. 2018; Hanin and Rol-
nick 2019; Montufar et al. 2014]. This enables reusing previously
computed linearizations for any new input that falls into a region
encountered before [Joyce and Verschelde 2025]. Each time a ReLU
MLP is evaluated at a point xg, the pattern of active and inactive neu-
rons defines a local linear cell (a convex polytope) within which the
network acts as a single affine mapping f(x) = Wx+b. Although a
deep network can, in theory, partition its domain into an exponen-
tial number of such regions [Montufar et al. 2014], empirical studies
show that real ReLU networks realize far fewer distinct activation
patterns [Hanin and Rolnick 2019]. This redundancy suggests that
large portions of the input space share the same affine transfor-
mation, creating opportunities for computational reuse. Joyce and
Verschelde [Joyce and Verschelde 2025] formalized this insight by
showing that each unique ReLU activation pattern corresponds to
a distinct affine mapping that can be memoized for faster inference.

Hypersphere caching. Our proposed Hypersphere Cache asso-
ciates each cached linearization with the largest inscribed hyper-
sphere centered at x¢ that remains fully inside the corresponding
linear region. Its radius is determined by the minimum Euclidean
distance to any neuron activation boundary. Geometrically, this
sphere defines the maximal region around x¢ in which all ReLU
activations remain constant. Hence, if a future query point x lies
within an existing sphere, the stored affine mapping is reused di-
rectly (a cache hit); otherwise, a new linearization is computed and

https://doi.org/10.34749/3061-1008.2025.1
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stored (a cache miss), analogous to region-based caching [Joyce and
Verschelde 2025] and feature reuse approaches such as GATI [Bala-
subramanian et al. 2021] or LUT-based inference methods [Blalock
and Guttag 2021; Sen et al. 2024].

Cache representation. The cache maintains tuples of the form
(%0, 7, Winal> Pfinal), where xo € RP is the hypersphere center, r €
R* its radius, and Wy, € RE*P, bgua € RE define the affine
mapping. Each entry satisfies fy (x) = WgpaX+bfina) for all x within
the hypersphere. When a new query arrives, the cache searches for
a containing sphere and either reuses the stored linearization or
computes a new one.

Hierarchical lookup strategy. To achieve fast lookup times, we use
a hierarchical three-stage search exploiting temporal and spatial
locality:

(1) Last-hit check (O(1)): The previously used entry last_idx
is checked first, as consecutive inputs often lie in the same
region. If ||x — xg||2 < r, the cached linearization is reused
immediately.

(2) Recent insertions (O(k)): Newly added spheres not yet
in the spatial index are searched next, enabling immediate
reusability.

(3) Spatial index (O(log n)): Older cached entries are orga-
nized in a ball tree using Euclidean distance. The depth of
this tree grows logarithmically. Given the maximum stored
radius rmayx, the index retrieves all hyperspheres with cen-
ters within rmax of x. Only a small subset of candidates are
then distance-checked for containment.

This hierarchical structure combines constant-time reuse in com-
mon cases with logarithmic-time spatial search in the general case,
yielding fast average query performance even as the cache grows.

Cache updates and rebuilds. On a cache miss, the network per-
forms a full forward pass to compute a new linearization at x. The
valid radius is determined as r = min ; |r; ;|, ensuring conservative
containment within the linear region. The new entry is appended
to the cache and integrated into the ball tree once the number of
pending insertions exceeds a threshold, amortizing the O(nlogn)
cost of index maintenance.

Illustration. Fig. 2 visualizes a two-dimensional example. Cyan,
orange, and magenta lines denote neuron boundaries from three
hidden layers, subdividing the input into convex linear cells. Dotted
circles indicate cached hyperspheres. Orange circles mark new
linearizations (cache misses), while blue squares indicate reuse
events (cache hits). Larger hyperspheres appear in stable regions
far from activation boundaries, while smaller spheres cluster near
decision boundaries where neuron states change frequently. This
behavior mirrors results from activation pattern analyses [Hanin
and Rolnick 2019; Raghu et al. 2017] and illustrates how the cache
adapts to local model smoothness.

5 Evaluation & Results
5.1 Datasets

We evaluate our method on four publicly available human activity
recognition (HAR) datasets: WISDM, MHEALTH, PAMAP2, and UCI-
HAR. A summary of their key characteristics is shown in Table 1.

Copyright (©) 2025 The author(s).
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Figure 2: Caching visualization of a model with 2 input neu-
rons.

WISDM. The WISDM dataset [Kwapisz et al. 2011] contains
smartphone and smartwatch motion-sensor recordings (accelerom-
eter and gyroscope) from 51 subjects performing everyday activities.
We use the raw smartphone accelerometer signals sampled at 20 Hz
and focus on non-hand-oriented activities (walking, jogging, climb-
ing stairs, and standing). Sensor data are segmented using 2.5 s
sliding windows (50 readings per window) with 50 % overlap. For
each axis, five statistical features (mean, standard deviation, min-
imum, maximum, median) are extracted to form 15-dimensional
feature vectors.

MHEALTH. The MHEALTH dataset [Bafios et al. 2014] includes
body motion and vital sign recordings from ten volunteers equipped
with three sensors (chest, right wrist, left ankle), each providing
23 readings at 50 Hz. We consider six activities (standing, sitting,
walking, climbing stairs, jogging, and running). Windows of 2 s
(100 readings) with 50 % overlap are used, and features are extracted
analogously to WISDM.

Table 1: Summary of datasets used for evaluation.

Dataset Input Features Activities Samples
WISDM 15 5 53,475
MHEALTH 115 7 4,290
PAMAP2 124 6 24,600
UCI HAR 561 6 10,299

https://doi.org/10.34749/3061-1008.2025.1
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PAMAP2. The Physical Activity Monitoring (PAMAP2) dataset
contains recordings from nine subjects wearing three inertial mea-
surement units (IMUs) and a heart-rate monitor [Reiss and Stricker
2012]. The IMUs sample at 100 Hz and the heart-rate sensor at
9 Hz. We focus on lying, sitting, standing, walking, and ascend-
ing/descending stairs. Feature extraction follows the same proce-
dure using 1s windows (100 readings) with 50 % overlap.

UCI-HAR. The UCI-HAR dataset [Anguita et al. 2013] comprises
accelerometer and gyroscope signals from 30 volunteers performing
six activities (walking, walking upstairs/downstairs, sitting, stand-
ing, and lying). The smartphone-mounted sensors sample at 50 Hz.
Preprocessed windows of 2.56 s (128 readings) with 50 % overlap
are provided, each represented by 561 pre-extracted features.

Train—test splits. For UCI-HAR, the predefined subject split is
used. The remaining datasets are partitioned by subject: approxi-
mately 20 % of subjects are held out for testing, while the others
form the training set. Features are extracted per subject, and test
data preserve temporal continuity within each subject—crucial for
evaluating our caching algorithm under realistic, continuous tra-
jectories.

5.2 Models

We employ MLP architectures with ReLU activations for IoT time-
series classification. The choice of ReLU is intentional: as a piecewise-
linear activation, it partitions the input space into exponentially
many linear regions [Raghu et al. 2017], which directly enables our
region-based caching optimization.

All models use ReLU activations in the hidden layers and a linear
output layer that produces logits for softmax-based multi-class
activity classification. The input dimensionality corresponds to
the feature size of each dataset: WISDM (15), MHEALTH (115),
PAMAP?2 (124), and UCI-HAR (561).

Training Configuration. Models are trained using the Adam op-
timizer [Kingma and Ba 2017], for 100 epochs, a learning rate of
0.001, batch size 64, and cross-entropy loss. The model with the
lowest validation loss is saved.

Hyperparameter Optimization. A grid search varying network
width (8-512 hidden units) and depth (1-5 layers) identifies optimal
architectures for each dataset. Figure 3 shows validation accuracy
as a function of hidden-layer width, averaged across depths.

The best configurations are: WISDM (256 units), MHEALTH (64
units), PAMAP2 (256 units), and UCI_HAR (128 units). Datasets
requiring fewer layers compensate with wider hidden dimensions.

Figure 4 presents validation accuracy versus network depth,

averaged over all widths.
The selected architectures are: WISDM (3 layers), MHEALTH (4
layers), PAMAP?2 (1 layer), and UCI_HAR (1 layer). Simpler datasets
achieve peak accuracy with shallow networks, whereas WISDM
and MHEALTH benefit from deeper architectures capturing more
complex feature interactions.

5.3 Caching

We evaluate the proposed hypersphere caching mechanism across
four HAR datasets. The cache exploits the local linearity of ReLU
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Figure 3: Accuracy vs. hidden dimension width, averaged
across depths.
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Figure 4: Accuracy vs. number of hidden layers, averaged
across widths.

networks by storing affine approximations valid within hyperspher-
ical regions around previously seen inputs, as defined in Section 4.
Evaluation is performed in an online inference setting over contin-
uous test sequences, where each incoming sample either reuses a
cached linearization or triggers a new one.

Cache construction and quantile-based radius selection. For each
cached point, we compute the distance to the nearest neuron deci-
sion boundary at each layer, as defined in Section 4, i.e., the mini-
mum Euclidean distance to any activation boundary derived from
the layer’s linearization at that point. These distances define the
maximum radius within which the linearization remains exact. We
store these radii and sort them to create a distribution, from which
we select cache radii based on quantiles (10th to 40th percentile).
This quantile-based selection allows us to trade off between cache
hit rate and approximation quality.

Cache hit rates across datasets. Figure 5 shows the cache hit rate
as a function of the selected radius quantile. WISDM exhibits the
highest cache utilization, with hit rates increasing from 34% at the
10th percentile to 55% at the 40th percentile.

This indicates that over half of incoming samples fall within pre-
viously cached regions when using larger radii. MHEALTH and
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Figure 5: Cache hit rate vs. radius quantile. Higher quantiles
correspond to larger hypersphere radii, increasing the likeli-
hood of cache reuse.

PAMAP2 show moderate cache effectiveness, with hit rates climb-
ing from 27% and 15% respectively at the smallest radii to approxi-
mately 35% and 33% at the largest. Notably, UCI-HAR shows negli-
gible cache reuse across all quantiles, suggesting its input patterns
do not revisit similar regions during inference. The cache hit rate
correlates strongly with the input dimensions. Table 1 shows that
WISDM uses 15 input dimensions, whereas UCI HAR has 561 input
dimensions.

Preservation of model accuracy. Expanding the cache radius to
enable limited extrapolative reuse does not degrade classification
accuracy. Figure 6 shows that accuracy remains effectively constant
across all quantiles:
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Figure 6: Classification accuracy vs. radius quantile. Accuracy
remains stable across all quantile selections, indicating no
degradation from extrapolative reuse.

UCI-HAR 95 %, MHEALTH 88 %, PAMAP2 78 %, and WISDM 76
%, all within 0.1 percentage points. This stability confirms that
cached affine approximations remain valid even slightly beyond
their theoretical region boundaries.

Computational savings. Figure 7 quantifies the FLOP reduction
achieved through caching, comparing the computational cost of
using cached linear models versus full forward passes.

Reduction patterns mirror hit rates: WISDM achieves 34-55% fewer
FLOPs, while MHEALTH and PAMAP2 show moderate savings
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Figure 7: FLOP reduction vs. radius quantile. Values represent
computational savings from using cached linear approxima-
tions instead of full forward passes.

around 25-35% at higher quantiles. These measurements represent
the theoretical speedup from replacing full forward passes with sin-
gle matrix-vector multiplications, excluding cache lookup overhead
and linearization costs. Optimizing these auxiliary operations re-
mains future work, but the results demonstrate substantial potential
for computational savings in embedded deployments.

Implications for embedded deployment. These results confirm that
ReLU networks processing temporal sensor data repeatedly activate
a limited set of linear regions, enabling efficient caching. The hyper-
sphere cache yields up to 55 % theoretical computational reduction
with no accuracy loss, underscoring its suitability for resource-
constrained IoT devices requiring long-term, energy-efficient infer-
ence.

6 Threats to Validity

While our experiments demonstrate the potential energy savings
of using caching to reduce FLOPs on microcontrollers without
hardware FPUs, there are several threats to the validity of our
results:

e Limited practical validation: Our FLOP reduction esti-
mations only give a rough estimate for compute and energy
savings. More practical experiments are needed, where the
neural network models and caching mechanism are de-
ployed on real hardware, and energy consumption is mea-
sured for users performing activities similar to those in the
datasets. Such measurements would provide more accurate
and reliable validation of the energy savings.

o Feature dimensionality and model scaling: Our cur-
rent approach relies on a relatively small number of input
features derived from sensor windows. Scaling to higher-
dimensional input spaces or more complex features may
increase the number of FLOPs, potentially offsetting the
energy savings from caching. Additionally, large input di-
mensions could require larger neural networks or more
hidden layers to maintain accuracy, which may further
impact energy consumption. The cache size is also depen-
dent on the dimensions; the additional RAM needed for
high-dimensional inputs could force one to flush the cache
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more often, leading to a higher number of cache misses and
further amplifying the problem.

e Cache effectiveness: The benefits of caching depend on
temporal redundancy in the sensor data and the chosen
radius quantile, both impacting the cache hit rate. Differ-
ent activity patterns or datasets may reduce redundancy,
diminishing the energy savings.

Addressing these threats in future work will strengthen the
validity of our conclusions and provide a more accurate assessment
of the trade-offs involved in reducing floating-point operations for
embedded neural network inference.

7 Conclusion

This work introduced Neural Caching, a region-based inference
mechanism that leverages the piecewise-linear structure of ReLU
networks to accelerate neural inference on resource-constrained IoT
devices. By caching affine mappings corresponding to previously
activated ReLU regions, the proposed Hypersphere Cache enables
subsequent queries to be resolved through a single matrix multi-
plication instead of a full forward pass. We demonstrated that this
approach yields a consistent reduction in necessary floating-point
operations, given low input dimensionality, while maintaining clas-
sification fidelity across multiple HAR datasets.

Unlike compression or quantization methods, our technique op-
erates entirely at inference time, requiring no retraining or architec-
tural modifications. The empirical results confirm that ReLU-MLPs
revisit a limited subset of activation patterns during continuous
sensing, enabling efficient reuse without accuracy degradation.
Moreover, because caching reduces the number of active opera-
tions and memory accesses, it directly contributes to lower energy
consumption and thus extends hardware longevity—an essential
goal for long-lived IoT deployments.

Future work includes integrating the cache into mixed-precision
and hardware-accelerated inference pipelines, exploring adaptive
cache replacement strategies under dynamic workloads, and extend-
ing the approach to convolutional and transformer architectures.
By coupling neural caching with emerging low-power accelera-
tors, sustainable and high-performance Al inference on embedded
systems becomes increasingly feasible, advancing the vision of
autonomous and energy-aware IoT intelligence.
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Abstract

The paper analyzes hybrid IoT platform architectures that integrate
cloud-based and edge-based solutions. While cloud platforms offer
scalability and a centralized global view, edge platforms provide
low latency, enhanced privacy, and local autonomy. By combining
them, hybrid systems can leverage both local performance aspects
(e.g., real-time actuation and device management) and global cen-
tralized processing at the cloud level. The edge is enabled to share
filtered and aggregated local views with the cloud, while local
changes of IoT devices at the edge level do not affect the cloud
level. Such architectures are thus adequate for longstanding IoT
deployments. We review existing strategies for integrating IoT de-
vices with cloud platforms and introduce a flexible, edge-centric
integration approach which simplifies device replacement proce-
dures and offers configurable data synchronization with the cloud.
We validate the approach through a case study on a hybrid smart
home solution that integrates an open-source edge platform with
a commercial cloud-based platform to manage and process home
automation data across large-scale deployments.

Keywords

interoperability, intermediary edge gateway, IoT platform federa-
tion

1 Introduction

The integration of local and cloud platforms aims to combine the
strengths of edge and cloud computing to achieve a more resilient,
efficient and flexible system. Cloud platforms typically support
application-layer communication protocols, such as MQTT (Mes-
sage Queuing Telemetry Transport), CoAP (Constrained Applica-
tion Protocol), or HTTP (HyperText Transfer Protocol). However,
they often lack native support for device-level communication stan-
dards commonly used in home automation, industrial environments,
or field monitoring, such as Zigbee, LoRa (Long Range), or BLE
(Bluetooth Low Energy), which operate primarily on the link and
physical layers of the communication stack. Consequently, most
cloud-based IoT platforms do not provide direct drivers or plugins
for such non-IP devices. In contrast, edge-based platforms, often
open-source (e.g., Home Assistant [6], openHAB [22]), provide inte-
gration plugins for various low-level or lightweight protocols and
device standards.
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Within hybrid local-cloud architectures, these edge platforms or in-
termediate gateways can perform protocol translation, converting
heterogeneous device messages into standardized data formats such
as MQTT payloads or RESTful JSON objects. Such standardized
representations can then be transmitted to the cloud for further pro-
cessing including analytics, visualization, machine learning (ML),
or digital twin synchronization. Collecting and pre-processing data
locally before forwarding it to the cloud significantly reduces la-
tency compared to cloud-only architectures, while also enhancing
privacy by keeping raw data closer to the user. This design approach
allows end users to benefit from the real-time-like responsiveness
on the edge and operational continuity provided by the edge-based
platform, as well as from the centralized management and advanced
data analytics capabilities of the cloud platform. In cases where the
edge and cloud components are developed by different vendors, an
edge gateway layer should be introduced. This gateway acts as a
protocol and data format translator, ensuring syntactic, semantic,
and organizational interoperability. Firstly, with such setup, edge-
based platform ensures continuous service to the user even when
the connection to the cloud is temporarily unavailable. Secondly,
data collected at the edge-based platform can be filtered before
being sent to the cloud, reducing the processing load on the cloud
and enhancing user privacy, as some data remains only locally.
Thirdly, certain rules and automation can be executed locally for
quick response, while more complex or coordinated operations can
be managed from the cloud. For example, a washing machine con-
nected to the edge-based platform may have a local rule to operate
when electricity is low-cost, while the cloud can aggregate data
from multiple households and determine an optimal distribution
of appliance usage across a neighborhood, ensuring that not all
machines start simultaneously at peak low-cost hours. Finally, the
architecture should guarantee longevity and flexibility, enabling
the replacement or migration of cloud providers without disrupting
the overall system.

2 Related work

The manner in which an IoT platform obtains the state of end
devices can be implemented at multiple levels, depending on the
protocols and system architecture. In some cases, the device itself
sends a notification of a change as soon as it occurs (push model),
which allows for a fast response and lower latency. Alternatively,
the platform can periodically poll the device to retrieve the current
state (polling model), which is simpler to implement but introduces
latency and additional network load [28]. The second dimension
refers to where the communication takes place: within the local
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network, where the platform can manage devices even in the event
of a connection failure, or via the manufacturer’s cloud, where
the platform depends on the availability of an external service.
Combining these characteristics, we obtain four typical patterns
of device-platform integration: local data push, local state polling,
cloud notifications, and cloud data retrieval. This categorization
[19] [21] is valid regardless of the specific platform and can also
be applied to open-source solutions such as Home Assistant and
openHAB [29].

Recent advances in IoT platform architectures have emphasized
the importance of hybrid edge-cloud computing approaches that
address the limitations of purely cloud-based solutions [2, 3]. The
integration of edge computing with IoT devices has facilitated the
creation of distributed computing architectures capable of handling
massive data volumes generated by interconnected devices [30].
This convergence enables efficient data aggregation, analysis, and
decision-making at the network’s edge, reducing the burden on
centralized cloud infrastructure and optimizing resource utiliza-
tion [14].

2.1 Semantic Interoperability and Platform
Integration

Generic platforms typically lack formal information models, al-
lowing flexibility in connecting devices and defining data formats
and protocols. This is especially convenient for dealing with a
wide range of vendor-specific devices and enabling unified control
and automation within a heterogeneous smart environment. The
challenge of semantic interoperability has become increasingly im-
portant as IoT ecosystems expand beyond individual vendor silos.
Recent research has focused on developing semantic interoperabil-
ity support systems (SISS) that enable the generation of gateways
or translator components between disparate data models [12, 13].

The FIWARE ecosystem represents a significant advancement in
standardizing IoT platform interoperability through its NGSI-LD
information model and API [9, 10]. FIWARE provides open-source
components, called generic enablers, for building IoT platforms
based on formal and de-facto standards. The NGSI-LD standard,
formalized by the ETSI Industry Specification Group on Context In-
formation Management, forms the basis of interoperability between
core FIWARE components [9, 33].

Beyond the integration of individual end devices, we consider
the integration of one IoT platform with another, where a local IoT
platform (e.g., Home Assistant or openHAB) serves as a bridge to the
cloud. An example of this approach is the connection between Home
Assistant and the IBM Watson IoT Platform [8], for which Home
Assistant provides an official integration. Through this integration,
the platform registers directly as a gateway on Watson IoT and
exchanges telemetry data and control commands via the MQTT
protocol, without requiring any additional middleware. Also, there
are similar integrations with Google Cloud [7] and Amazon Web
Services [4], or modular cloud components such as Azure [5].

Recent studies have demonstrated the practical implementation
of such integrations in real-world deployments. For instance, re-
search on smart home automation systems using Home Assistant
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has shown significant improvements in energy efficiency, with sys-
tems achieving up to 22.5% reduction in overall energy consump-
tion [11]. These implementations utilize various communication
protocols including Zigbee, Z-Wave, and Wi-Fi to ensure seamless
device interoperability [26, 29].

2.2 Cross-Platform Federation and Middleware
Solutions

On the other hand, most cloud platforms are not natively supported
by local IoT platforms, which necessitates intermediary solutions. A
solution like SymbloTe [24, 25], a platform-agnostic interoperability
framework, works at a higher, cross-platform level, where different
IoT platforms are connected via a common semantic model and stan-
dardized APIs. The SymbloTe approach offers mediation services
for search and controlled access to IoT resources across platforms
in a uniform way, providing an IoT Portal with registration and
search capabilities using semantic web technologies [25].

This makes it possible for the resources of one platform to be
available to another, without the latter having to know internal pro-
tocols or implementations. In contrast, an approach utilizing edge
gateway, e.g. Node-RED acting as a gateway at the local side [1, 17],
operates at the local level, where it translates device protocols (SISS)
and enables them to connect to the cloud or a single target platform.
This is often simpler and more practical in real implementations, as
it enables fast device integration and reliable management of local
resources without requiring complex semantic models.

Recent research has emphasized the importance of publish/sub-
scribe broker clustering for large-scale IoT applications, proposing
hierarchical edge-cloud models that use efficient two-tier routing
schemes to alleviate latency and scalability issues [23]. These ap-
proaches leverage proximate edge brokers strategically deployed
in edge networks for data delivery services, demonstrating the ef-
fectiveness of distributed architectures in handling geo-distributed
IoT devices.

The integration challenges extend beyond technical interoper-
ability to include organizational and security considerations. Recent
studies have highlighted the importance of secure semantic interop-
erability, particularly concerning the privacy implications of linking
data across different IoT platforms [18]. These security consider-
ations become increasingly critical as IoT deployments scale and
involve multiple stakeholders across different domains.

3 Connecting devices to the cloud-based
platform

There are four ways in which end devices can be connected to the
IoT platform hosted in the cloud, either directly or via an edge-based
platform acting as middleware, and with the varying components
in between.

3.1 Direct (custom) integration

Directly integrating the end device to the platform in the cloud
doesn’t require any intermediary, as shown in Figure 1 a). However,
if the cloud platform doesn’t offer a ready-made protocol, content
format and information model compatible with the device, it has to
be adapted manually (custom API, driver, SDK). Security measures,
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Figure 1: Connecting devices to the cloud-based platform

including TLS certificates, authentication and disconnection han-
dling, must be implemented on the device. In case of no Internet
service, the device is left with no local control. This approach is
convenient when the device has enough resources to perform the
entire integration. However, this approach lacks flexibility for local
actuation, as it fully relies on the cloud for rule-based instructions,
thereby introducing inherent latency. A practical example of this
model can be found in smart assistants such as Amazon Alexa,
which connects directly to the AWS platform in the cloud.

3.2 Message/request forwarding

The idea is to have some component in local/edge environment that
receives data from IoT devices in local environment and forwards
them to cloud platform. One solution is MQT T-forwarding where
the local broker acts as an intermediary that forwards messages
from end device to a connected cloud MQTT broker, as shown
in Figure 1 b). This model is lightweight and relatively simple to
deploy, but it has inherent limitations. Message transformation
or protocol adaptation is not provided, so devices must produce
payloads in a format already compatible with the cloud subscriber.
Furthermore, system operation is fully dependent on continuous
network connectivity, and this approach is generally restricted to
MQTT-capable devices, excluding HT TP or other protocol-based de-
vices. Common implementations of local broker include Mosquitto,
which provides reliable message queuing and forwarding for such
architectures. Another solution is to use Eclipse Kura in local edge
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environment [15]. Eclipse Kura is used for protocol translation,
and secure connectivity between field devices and cloud platforms.
The drawback is that it is service that could be run as part of edge
gateway and it is not ready server to install.

3.3 Cloud IoT Hub integration

Compared to direct device-to-cloud integration, where the device
itself must implement the protocol expected by the cloud, the IoT
hub provides format and protocol translation in the cloud, thus
simplifying interoperability. The hub in the cloud acts as a central
entry point for all connected devices, as shown in Figure 1 c). Here,
the local gateway serves as a protocol translator for devices that
use communication protocols without native Internet support. This
approach does not support offline operation, since all communica-
tion and rule execution depend on the cloud. A major advantage
is that the IoT hub can also serve as a bridge for cloud-to-cloud
integrations, thereby enabling interoperability with vendor-specific
ecosystems (e.g., Sonoff via eWeLink Cloud) and extending device
support beyond the native protocols, adding value to the growth of
the SISS [12, 13].

3.4 Intermediary Edge Gateway at the
Edge-based Platform

As shown in Figure 1 d), data reading from the end device is first
sent to the local gateway if the device doesn’t operate on same
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protocols as an edge-based platform and the translation is needed
(e.g. connecting IKEA Smart bulbs via IKEA Dirigera hub). Oth-
erwise, device connects directly to the platform. An edge-based
platform manages connected devices, applies local control logic and
performs filtering or data transformation when necessary. An addi-
tional layer typically implemented within the edge-based platform,
the edge gateway, acts as a translator and forwarder to the cloud
platform, driving the progress of the SISS [12, 13]. It bridges local
communication with the protocols and formats expected by the
cloud (e.g., JSON over HTTP, MQTT, AMQP), while also handling
all security requirements such as TLS certificates, keys or tokens
toward cloud platform. Another key feature of the edge gateway
is its ability to provide offline buffering, ensuring that any data
captured during connectivity loss is stored locally and forwarded to
the cloud once the connection is restored. In the case of changing
cloud IoT platform just translation layer in edge gateway should
be changed. In the case of changing smart device only integration
of that device in local plaform need to be changed. This way we
have flexible and longstanding deployment. An example of such in-
tegration in industrial and more professional scenarios is AWS IoT
Greengrass [27] edge computing platform, that has more advanced
actions executing at the edge, such as running ML models, but
however AWS Cloud provides centralized device management, data
synchronization and storage, secure authentication, advanced ana-
lytics and model distribution and updates. Similar to that, Microsoft
Azure IoT Edge [20] shares this concept, where edge runtime is a
local software managing edge modules and communication with
the cloud. An open-source solution, ThingsBoard IoT Gateway [32],
acts as a bridge between end devices and ThingsBoard platform in
the cloud, enabling connection for different types of devices and
protocols.

In this paper, we present a case study on integrating Home Assis-
tant with Node-RED as an edge gateway, providing connectivity
to the cloud IoT platform Data JediX from Ericsson Nikola Tesla
[31]. This setup leverages Home Assistant for local device manage-
ment and automation, while Node-RED ensures communication
with the cloud, making the implementation particularly suitable
for home automation scenarios. This architecture revolves around
several key aspects: ensuring security by protecting data in transit
and authenticating components, maintaining privacy by keeping
sensitive information local whenever possible, guaranteeing re-
liability through mechanisms that prevent data loss and handle
connectivity issues, and providing flexibility to handle various data
formats and integrate heterogeneous systems. Security requires
that the edge component supports TLS/SSL encryption and authen-
tication (e.g., certificates, API keys) with secure protocols such as
MOQTT over TLS or REST with tokens. Also, gateways have their
own credentials. Privacy is addressed through a hybrid edge—cloud
approach that keeps sensitive data local (e.g., raw images or video)
while sending only aggregated or just necessary information to the
cloud, with strict role-based access control in Data JediX. Reliabil-
ity requires mechanisms to mitigate data loss or delayed real-time
processing due to connectivity issues; this is partly ensured by
store-and-forward at the edge gateway, MQTT persistent sessions,
timestamped data for time-series synchronization and redundancy
such as dual connectivity (primary Internet with 4G/5G fallback).
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Finally, flexibility is achieved by handling heterogeneous data for-
mats (JSON, XML, CSV, binary protocols) at the edge, where data
can be translated and harmonized; for instance, mapping a Home
Assistant entity into a REST payload consumable by platforms like
Data JediX. JediX payload is a syntactic data exchange format which
doesn’t have predefined semantics.

4 Case study: Home Assistant integration with
Data Jedi X via Edge Gateway

Home Assistant is an open source IoT platform with the primary
application of smart home automation. It allows connecting and
controlling different devices in one local network and runs locally
on devices such as Raspberry Pi, thus does not depend on cloud
computing services, which enables work without an Internet con-
nection and greater control over data. It supports more than 1,000
integrations, including devices and protocols such as MQTT, Zig-
bee, Z-Wave, Philips Hue, IKEA TRADFRI, Google Assistant and
Amazon Alexa. The interface is accessible through a web browser
or a mobile application and allows viewing the state of the device,
managing and creating automations.
Data JediX is an IoT data management platform, developed entirely
within Ericsson Nikola Tesla (ENT) for a broad aspect of appli-
cations, such as smart city, industry environments, public health
and agriculture. It enables collection, transformation, routing and
storage of data from any IoT device, as well as sending messages to
devices, applications or users. In addition, the system ensures the
protection of data and devices from unauthorized access through
advanced security mechanisms. Main functionalities include modu-
lar data flows, adapter framework for the transformation of input
and output data, an information model for data enrichment and
the possibility of advanced analytics and building business rules
through the Rule Engine. The platform supports work in virtual-
ized environments, containers, and on physical infrastructure. Key
functional blocks include:

(1) Registry - for hierarchical management of devices, users
and applications
Data Repository - for secure data storage, independent of
the protocol
Subscription/Notification system - for managing sub-
scriptions and notifications in real time
Workflow Engine and Data Transformation module -
for adjusting the flow and data format in real time
Rule Engine - for defining automated business rules
Analytics module - for basic and advanced data processing
Intuitive user interface - for entity introduction, config-
uration and visualization of data
Security controls - including authentication, authoriza-
tion and login

@
®)
©

©)
(6)
™

®)

To register devices on the Data JediX platform, there is a need
to establish the organizational structure, which begins with defin-
ing the operator (e.g., SmartEnvironment), the associated domain
(e.g., SmartUniversity), the organization (e.g., FER_org) and the
user entity (e.g., FER_Departments). Within this framework, a gate-
way group (FER_building_A) is created to represent the physical
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Figure 2: Architecture of the system integrating local and in-the-cloud platform through edge gateway

location in which the devices are deployed. Once the organiza-
tional layer is defined, specifications are created to serve as tem-
plates for different types of components: the gateway group speci-
fication (e.g., UniversityBuilding_GW_GRP), the gateway specifi-
cation (e.g., HomeAssistant_GW_SPEC), sensor specifications (e.g.,
HueSmartLight_Spec, HueMotionSensor_Spec), and correspond-
ing resource specifications (e.g., HueSmartLightRes_Spec, Hue-
MotionSensorRes_Spec). Based on these templates, concrete in-
stances are then added. Two gateways are registered (e.g., Home_-
Assistant_1 and Home_Assistant_2), each linked to the FER_-
building_A group and the gateway specification. Individual sen-
sors, such as HueGoLamp_1, HueColorLamp_1, and HueMotionSen-
sor_1 for the first gateway, or HueGoLamp_2, HueColorLamp_2, and
HueTemperature for the second, are associated with the appropri-
ate gateway and sensor specification. Finally, resources are defined
to capture the data of each sensor (e.g., HueMotionSensor_1_Res
for the motion sensor HueMotionSensor_1), each connected to its
corresponding resource specification. With this hierarchical struc-
ture in place, devices become fully registered on the platform and
ready for subsequent automation through subscriptions and rules.
Node-RED is an open-source, JavaScript-based flow programming
environment, originally developed within IBM and now part of
the OpenJS Foundation. It enables easy connection of devices, ser-
vices and applications through a visual interface. This makes it
suitable for applications ranging from smart home automation
to industrial control systems. Its low-code nature allows users of
varying technical expertise to create system logic by connecting
visual nodes representing inputs, conditions, data processing and
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outputs. Node-RED runs locally on edge devices like Raspberry
Pi, on cloud platforms such as AWS or Azure and via containers,
leveraging Node.js for efficiency. It supports standard protocols
including MQTT, HT TP, WebSocket and TCP, stores flows in JSON
format for easy sharing, and offers an online library with ready-
made integrations, including Home Assistant, cloud platforms and
databases [16].

The architecture of the realized integration is shown in Figure 2.
At the local layer, Home Assistant manages Philips Hue devices
via the Zigbee Hue Bridge and enables local automation and two-
way communication with devices without the need for the Internet.
Node-RED utilizes WebSocket API for communicating with the
Home Assistant, while it connects Home Assistant and Data JediX
using MQTT. A remote MQTT broker on the Data JediX platform
enables communication between the local and cloud layers, with
Node-RED acting as an MQTT client, ensuring reliable, asynchro-
nous two-way data exchange. Through this common broker, Data
JediX centrally registers local instances of Home Assistant, offering
unified device management, automation, data storage, analytical
reporting and system control across multiple locations.

The functionality of the solution is shown in Figure 3, where
a sequence diagram shows in detail the communication flows be-
tween system components. The Data JediX platform tracks values
coming from local motion sensor. When a true value is detected on
one of the sensors, a command is sent to turn on all smart lamps
on all connected Home Assistant instances. The command is sent
via MQTT to a topic subscribed to by all local systems. Each local
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system receives the message, recognizes the command and turns on
the local smart lamps. To achieve this functionality, a flow was cre-
ated in the Node-RED. The first part of the flow is about retrieving
the state of the motion sensor from the Home Assistant platform.
In the initial part of the flow, a node of type inject is used, for the
purpose of initiating the execution of the data flow at regular time
intervals. In this system, the inject node is configured to generate
a new message every 5 seconds that activates the retrieval of the
current state of the motion sensor. The node is configured so that
the repeat time option is selected in the Repeat field, with the value
set to 5 seconds. The payload and topic fields are left empty because
they are not needed for this operation. This node is connected di-
rectly to the api-current-state node which retrieves the state
of the motion sensor binary_sensor.hue_motion_sensor_1_mo-
tion from the Home Assistant platform. Then a node called api-
current-state belonging to the group of nodes that come with the
node-red-contrib-home-assistant-websocket plugin is used,
which allows direct integration with the Home Assistant platform
via its WebSocket API connection. The api-current-state node
allows retrieving the current state of any entity in Home Assistant.
In the configuration of the node, it is necessary to specify the en-
tity that we want to read. In this case, the motion sensor identifier
binary_sensor.hue_motion_sensor_1_motion is entered. After
this node receives the data from the Home Assistant platform, the
message is sent to two nodes. The first of these is the debug node,
which is used to print data in the sidebar of the Node-RED interface
to check the accuracy of the flow execution. The second node is
a function node named "DataJediX format". A Function node is a
general node type in Node-RED that allows logic to be written in
JavaScript. In this case, it is used to transform the data format from
Home Assistant to the format defined by the Data JediX platform
standards. Inside the node, a JSON object is formed with a special
structure consisting of an array of contentNodes. Each element
of that array represents a single piece of data that is sent to the
platform. The key part of each element is the source object, which
must contain the resource property because it identifies exactly
which resource is sending the data, as shown in Listing 1.

Listing 1: JSON object content inside node Function

msg.payload = {
contentNodes: [

{
source: {
resource: "MotionSensorRes"
1,
value: msg.payload === "on" ? "true"
"false"
3

]

};

return msg;

Without this identifier, the Data JediX platform cannot properly
associate the received data with the corresponding device or sen-
sor. In addition to the source object, each element also contains
a value property that carries the actual value of the data. In the
specific case of the motion sensor, the value is set to true if the
sensor is activated, or false for all other cases. This transforma-
tion ensures that the data matches the expected format and data
type that the platform expects. The output from this Function
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node is connected to the mqtt out node, which sends a prepared
message to the remote MQTT broker. The mqtt node is used to
publish messages on a specific MQTT topic. In this case, the digi-
phy1/in/HueMotionSensor_1 topic is used. Topic indicates the
path of data on the Data JediX platform, where digiphy1 represents
the user, in is the input channel for data and HueMotionSensor_-
1 is the specific name of the sensor. When configuring the mqtt
out node, it is necessary to define the MQTT broker beforehand.
In this case, a remote broker at the address djx.entlab.hr and
port 1883 is used. After the node is configured, it is possible to
publish messages on topics that we define ourselves. In this way,
the actual readings from the motion sensor are sent from Home
Assistant to the Data JediX platform in the prescribed format. In
addition to sending data to the cloud, the system also enables re-
ceiving management commands from the cloud, which come from
the Data JediX platform via MQTT. For this, the mqtt in node
is used, which listens to the digiphy1/out/datajedix_incoming
topic, where digiphy1 denotes the user, out represents the output
path for data from the Data JediX platform, and datajedix_incom-
ing is the name of the topic that we arbitrarily chose on the Data
JediX platform as the destination for data from the subscription.
Messages arriving at this node are simultaneously forwarded to
two outputs. The first goes to the debug node that monitors incom-
ing data, while the second leads to the Function node that checks
whether the message contains a command to activate the light on
smart lamps, as shown in Listing 2.

Listing 2: Function to check for the presence of a command
to activate the light
if (
msg.payload &&
Array.isArray(msg.payload.contentNodes)
) {

const effectNode =
=>

msg.payload.contentNodes. find(node

node.metadata &&
node.metadata.name ===
node.value === true

"TurnOnLampEffect" &&
)

if (effectNode) {
return msg;
}
}

return null;

A simple check is implemented in the Function node. If the mes-
sage contains an array of contentNodes, the function searches
within that array for an element that has metadata named TurnOn-
LampEffect with the value true. If such an element exists, the
message is forwarded, otherwise no action is taken. If the condition
in the Function node is met, the message is sent to the api-call-
service node that calls the Home Assistant service light. toggle.
In the configuration, it is defined that the service light. toggle ap-
plies to two entities: 1ight.hue_color_lamp_1 and light.hue_-
go_1. This makes it possible to turn on the HueColorLamp_1 and
HueGoLamp_1 smart lamps. When configuring this node, it is nec-
essary to enter the name of the light.toggle service in the Service
field and enter the identifiers of all entities in the Entity ID field.
We do the same when configuring the action node in the second
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Figure 3: Automation sequence diagram from the perspective of the local environment in which the motion sensor activation

occurred

flow for the second instance of Home Assistant. The second con-
figuration allows us to turn on smart lamps that are connected to
another instance of Home Assistant. These are the smart lamps
HueGolLamp_2 and HueColorlLamp_2.

4.1 Local data processing

Before applying format transformation to the incoming data, Node-
RED is capable of filtering based on predefined criteria. In the pre-
sented case study, "Collect & filter data" Function node accesses
previously stored device states from the flow context. Incoming val-
ues from msg. payload, received as strings, are parsed to the float
data type. The flow then checks if the value is a valid number. If it
is, the value is appended to the stored data array and updated in the
flow context. This ensures that only numerically valid sensor data
is collected, providing a clean and consistent dataset for subsequent
processing. Other than filtering, additional operations like aggrega-
tion or computing minimum/maximum values can be performed
on the collected data. For example, the "Avg value" Function node
computes the average temperature every fifteen minutes. It first
retrieves the recorded sensor readings from the flow context into
a local array, filtering out any non-numeric values. If the array
is empty after filtering, the node returns null and no message is
forwarded. The remaining numeric values are summed and divided
by the array length to calculate the average. This value is then
rounded to one decimal place, assigned to msg.payload and sent
to the next node. After this, the stored values in the flow context
are cleared to prepare for the next cycle, as shown in Listing 3.

Listing 3: Filtering the data and calculating the mean value

let data = flow.get("values") || [J;
data = data.filter(v => typeof v === 'number' &&
lisNaN(v));
if (data.length === 0) {
return null;
3
let sum = data.reduce((a, b) => a + b, 0);
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let avg = sum / data.length;

avg = parseFloat(avg.toFixed(1));
msg.payload = avg;
flow.set("values",

[1H;
return msg;

The application of filtering and data processing operations can sig-
nificantly reduce network traffic and enhance privacy, as some data
remain confined to the edge-based platform. Moreover, it mitigates
the risk of potential adversaries capturing raw data, since only
aggregated or otherwise processed values are transmitted. This
hybrid solution also supports automated actuation, which, when
executed locally by Home Assistant, reduces latency and becomes
an integral part of the local processing capabilities.

4.2 Interoperability

Interoperability can be understood as the ability of diverse systems,
devices and organizations to communicate, exchange data and use
it in a consistent and meaningful way. At the technical level, this
requires alignment of hardware and software through shared pro-
tocols, interfaces and data formats to enable effective information
exchange. Syntactic interoperability addresses the structure of data,
typically by relying on standardized representations such as XML
or JSON, while semantic interoperability ensures that exchanged
information carries the same meaning for all parties by adopting
common data models or ontologies. In addition, organizational and
legal interoperability refer to the policies, agreements and regula-
tory frameworks that make collaboration across different entities
possible. In the IoT domain, interoperability is particularly critical
due to the heterogeneity of devices and platforms, which often
operate on dissimilar protocols or data formats. Introducing an
edge gateway between local systems and the cloud helps bridge
these differences, ensuring both technical and syntactic interoper-
ability. In the presented case study, communication between the
Home Assistant system and the Data JediX platform relies on the
MQTT protocol at the transport layer, where messages are pub-
lished and received on predefined topics (e.g. digiphy1/in/. .. for
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input data and digiphy1/out/. .. for output data). The content
of each MQTT message must be formatted in JSON format that
is compliant with the standards of the Data JediX platform. The
key component of this format is the contentNodes field, which
represents an array of elements, where each element contains an
object source with the resource property that uniquely identi-
fies the data source and the value field that carries the actual
value of the sensor reading. Additionally, elements can contain a
metadata field, which is used to transmit control commands and
effects (e.g. TurnOnLampEffect). In this way, data from the sensor
is transformed into syntax of the prescribed JSON format using the
Function node in Node-RED and sent to the Data JediX platform,
while commands from the platform come in the same format and
are forwarded to Home Assistant services for execution.

5 Conclusion

Analysis of existing connectivity strategies indicates that a two-tier
architecture with an Intermediary Edge Gateway provides an effec-
tive balance between local autonomy and global scalability. This
approach enables cloud-adapted payload transformation, while en-
hancing data throughput efficiency with filtering and aggregation.
A case study involving the open-source edge platform Home As-
sistant, the commercial Data JediX cloud platform, and Node-RED
as an intermediary demonstrates that the proposed architecture
enables scalable, modular management of heterogeneous IoT de-
vices. A key advantage of the described IoT integration lies in its
durability: the edge (local) platform can remain fixed, while the
cloud provider can be changed or updated over time. This approach
ensures stability at the edge for connected devices while providing
flexibility to switch or upgrade cloud services as needed. By com-
bining local preprocessing with centralized processing, this hybrid
solution enhances interoperability, reduces reliance on network
connectivity, and improves operational efficiency, providing a solid
foundation for persistent IoT solutions. However, the presented
case study serves primarily as an initial proof of concept. Building
upon this foundation, future work could include a comprehensive
empirical evaluation encompassing key performance metrics such
as latency, throughput, scalability, expected network traffic reduc-
tion, and CPU utilization on the gateway. Furthermore, extending
the system to integrate with other cloud-based IoT platforms would
enable assessment of its generalizability and interoperability across
diverse deployment environments.
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Abstract

In the context of industrial factories and energy producers, un-
planned outages are highly costly and difficult to service. However,
existing acoustic-anomaly detection studies largely rely on generic
industrial or synthetic datasets, with few focused on hydropower
plants due to limited access. This paper presents a comparative
analysis of acoustic-based anomaly detection methods, as a way
to improve predictive maintenance in hydropower plants. We ad-
dress key challenges in the acoustic preprocessing under highly
noisy conditions before extracting time- and frequency-domain fea-
tures. Then, we benchmark three machine learning models: LSTM
AE, K-Means, and OC-SVM, which are tested on two real-world
datasets from the Rodundwerk II pumped-storage plant in Austria,
one with induced anomalies and one with real-world conditions.
The One-Class SVM achieved the best trade-off of accuracy (ROC
AUC 0.997-0.998) and minimal training time, while the LSTM au-
toencoder delivered strong detection (ROC AUC 0.997-0.999) at the
expense of higher computational cost.

CCS Concepts

« Computing methodologies — Machine learning; « Applied
computing — Industry and manufacturing.

Keywords

Industrial Machinery, Acoustic Anomaly Detection, Predictive Main-
tenance, Machine learning

1 Introduction

Maintenance is a critical function in industrial environments due
to the significant operational and financial impacts associated with
equipment failure. Recent estimates highlight that unplanned down-
time costs industries billions annually, with individual facilities los-
ing millions per event [27]. Such unexpected interruptions are par-
ticularly consequential in energy production facilities like pumped-
storage hydropower plants, where operational continuity is essen-
tial to maintain grid stability and minimize economic impacts.
Hydropower plant equipment, including turbines and genera-
tors, is central to plant operations. Failures in these mechanical

This work is licensed under a Creative Commons Attribution 4.0 International License.
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parts can result in costly downtime. Downtime costs are highly
variable, primarily depending on fluctuating market energy prices.
For instance, the Rodundwerk II pumped-storage (cf. Section 2)
hydropower plant in Vorarlberg, Austria, has a full-load capacity
of 295 MW, translating to 295 MWh of electricity production per
hour. With a wholesale price of 97.30 Euro/MWh [9] (as of Feb-
ruary, 2025), downtime can cost over 28,000 Euros per hour [12].
Moreover, since pumped-storage hydropower plants typically func-
tion as peak-load power plants, selling electricity predominantly at
times of high market prices, actual downtime costs can significantly
exceed this estimate.

Predictive maintenance (PdM) proactively anticipates equipment
failures, enabling maintenance timing that avoids both unnecessary
downtime and catastrophic failures [21, 32]. Among various PdM
approaches, acoustic-based anomaly detection stands out for its
non-intrusive nature, cost-effectiveness, and sensitivity to early-
stage mechanical defects [7, 13, 15]. Acoustic signals carry vital di-
agnostic information, reflecting subtle deviations in machinery op-
erations that precede potential failures. However, acoustic-anomaly
detection methods often face challenges in industrial environments
characterized by high noise levels, complex acoustic patterns, and
limited labeled anomaly data [17, 28].

Although acoustic anomaly detection has been extensively stud-
ied, existing literature predominantly relies on generic industrial
or synthetic datasets [2, 7, 8, 24], with limited representation from
actual hydropower plant operations. This gap exists mostly due to
restricted access to critical infrastructure, such as pumped-storage
hydropower facilities, whose acoustic characteristics significantly
differ from standard industrial machinery. Consequently, existing
models [15, 17, 28] trained on generic data often fail to generalize
effectively to the acoustic conditions and anomalies characteristic
of hydropower plants.

We provide systematic comparative analysis of acoustic anom-
aly detection methods explicitly applied to a pumped-storage hy-
dropower plant, Rodundwerk II in Austria managed and operated by
illwerke vkw AG [12]. Contributions are summarized as follows:

e We present an acoustic preprocessing pipeline tailored to
mitigate noise and handle the challenging acoustic environ-
ment of hydropower plants.

e Benchmark three prominent machine learning models: LSTM
Autoencoder (LSTM AE), K-Means clustering, and One-
Class SVM (OC-SVM), using two distinct real-world datasets
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Table 1: Selected Related Work on Acoustic Anomaly-detection

Study Domain / Data Feature Rep. Model(s) Key Insight
Miiller et al. (2020) [16]  Factory machinery MelSpec + CNN feats IF, GMM, OC-SVM, AE  CNN features beat CAE in noise
Industrial bench setup ~ MFCC, MelSpec OC-SVM, AE HW-friendly AEs for edge devices

Chemical process plant
Multi-factory lines
Factory & vehicle
Industrial plant
Vehicle acoustics
Rotating machinery
MIMII (public)

MelSpec

Bayram et al. (2021) [2]
1 MelSpec

Ferraro et al (2023) [11]
Coelho et al. (2022) [4]
Duman et al. (2020) [8]
Ahn et al. (2021) [1]
Tagawa et al. (2021) [28]
Purohit et al. (2019) [24]

[
Meire et al. (2019) [20]

)

[

MelSpec

Raw audio
Spectral coeff.
Log-MelSpec

MFEC, MelSpec

Conv-LSTM-AE, CAE
LSTM-AE, CNN-AE
Dense/CNN/LSTM AEs
CAE

SVM, K-Means, CNN
SVM, Auto-corr.

VAE, AE

Sequential AEs allow real-time
Sliding-window edge inference
Depth vs. noise-robustness study
Lightweight CAE for on-site use
Multi-mic array boosts recall
Spectral coeff. key for bearings
Widely used open benchmark

acquired from Rodundwerk II: one with induced anomalies
under controlled conditions, and another featuring natu-
rally occurring operational anomalies.

e We discuss strengths and weaknesses of each model, pro-
viding guidelines for practitioners on selecting appropriate
methods based on operational constraints.

The remainder of this paper is organized as follows: Section 2
reviews existing literature on acoustic anomaly detection, focus-
ing on both traditional signal processing and machine learning
approaches. Section 3 presents the proposed framework, detailing
its preprocessing pipeline and model architectures. Section 4 dis-
cusses experimental results and provides a comparative evaluation
real-world datasets. Finally, Section 5 offers concluding remarks
and outlines directions for future research.

2 Background and Related Work

Pumped storage hydropower plants (PSHP). Traditional hy-
dropower plants generate electricity using water stored behind a
dam, flowing downstream to drive turbines [14]. In contrast, PSHPs
utilize mountainous topography with two water reservoirs [22].
During low demand, water is pumped from the lower reservoir
to the upper reservoir using surplus energy; during high demand,
stored water is released to generate electricity.

Unlike traditional hydropower plants, PSHPs require turbines to
operate in dual mode (generation and pumping), leading to frequent
operational changes that increase stresses, vibrations, and dynamic
loads. These factors accelerate turbine fatigue and wear, causing
issues like pump cavitation [31]. Anomaly detection facilitates early
fault detection to prevent costly downtime [7, 13], with acoustic-
based methods leveraging non-intrusive signals to capture subtle
mechanical deviations prior to critical failures [17, 28].

Feature extraction techniques. Robust feature extraction is
essential for accurately representing acoustic signals. Traditional
methods like Short-Time Fourier Transform (STFT) and Mel-scale
transformations convert raw audio signals into time-frequency
spectrograms [2, 32]. Mel-spectrograms are widely adopted due
to their perceptual alignment with human auditory systems [20],
while Mel-Frequency Cepstral Coefficients (MFCCs) capture crit-
ical temporal and spectral characteristics that enhance anomaly
detection [2, 4].

Machine learning models. Acoustic anomaly detection typi-
cally employs machine learning (ML) methods, broadly categorized
into unsupervised and deep learning approaches. Density-based
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models like Local Outlier Factor (LOF)identify anomalies based on
local data densities without extensive labeled data [3, 29]. Clustering
methods like K-Means offer computational simplicity but struggle
with overlapping acoustic patterns [1]. Deep learning methods like
Autoencoders (AEs) detect anomalies through reconstruction er-
rors, proving effective in complex environments [8, 11], though
they require substantial computational resources often unavailable
in hydropower plants.

Table 1 provides a concise comparative overview of recent rele-
vant works, highlighting feature extraction methods, ML models
used, and key objectives. Existing work relies mainly on generic
or synthetic datasets, with few incorporating real-world data from
specific applications such as hydroelectric plants [2, 24]. In terms of
feature extraction, Mel-spectrograms are the most commonly used
technique [2, 4, 8, 11, 16, 20], followed by MFCCs and STFT [20].
This highlights the importance and effectiveness of converting raw
audio signals into meaningful inputs for ML models.

The most used ML models are AEs, which are highly adaptable to
specific audio signals and effectively detect abnormal sounds deviat-
ing from learned baselines. Various AE architectures appear across
studies: [4] explores three different architectures, [11] compares
LSTM-AE and CNN-AE models, while [2] utilizes Conv-LSTMAE
and CAE. This diversity highlights standardization limitations, as
no single model consistently outperforms others across all scenar-
ios.

3 Proposed Method

Figure 2 illustrates the proposed acoustic anomaly detection pipeline.
The pipeline addresses the challenges inherent in handling acous-
tic data from PSHP hydropower plants. It consists of four main
stages, which are detailed in next subsections: Data Acquisition,
Preprocessing, Model Benchmarking, and Evaluation Metrics.

The design of this pipeline reflects key considerations for han-
dling real-world industrial acoustic-data, including noise resilience,
efficient anomaly representation, and scalable deployment. The
pipeline comprises four main stages:

(1) Data Acquisition: audio recordings of machine operations
in controlled and real-world environments.

(2) Preprocessing: transformation of raw audio into normal-
ized Mel-spectrograms.

(3) Model Training: benchmarking and evaluation of five
selected models.

https://doi.org/10.34749/3061-1008.2025.3



Proceedings of the International Conference on the Internet of Things (IoT) Workshops 2025

From Noise to Knowledge: A Comparative Study of Acoustic Anomaly Detection Models in Pumped-storage Hydropower Plants

Figure 1: Data Acquisition in PSHP Rodundwerk II: (a) audio recordings with induced anomalies (hammer and a shovel). (b) microphone stands
in 4 corners capturing airborne audio. (c) shaft of the reversible francis-pump turbine; microphone stands were installed in each corner of the

room.

(4) Evaluation Metrics: identification of anomalies using re-
construction error and comparing with the benchmarks.

3.1 Data Acquisition

Two distinct datasets were produced on-site to benchmark models
for the acoustic anomaly detection. This was achieved by recording
the machinery in real operating modes and with induced anomalies,
splitting them into separate .wav files, used for data preprocessing.

The dataset with induced anomalies was recorded on-site to
help in the first stage of fine-tuning models (cf Figure 1 - a). We
used a hammer striking a shovel to resemble real-world structural
issues yet remain safe and repeatable. These synthetic knocks allow
replication of realistic fault phenomena and thus form the basis
for testing the framework under near-real-world conditions while
preserving consistency in labeling.

The real dataset was collected from an operational pumped
storage hydropower plant under strict operational constraints that

Data Aquisition (1) Preprocessing (2). Input: WAV files

Q Controlled audio
Q Real world audio

Model Training (3). Input: list of audio features

Thresholds: Normal q
K-means Clustering
vs. Anomaly

One-class SVM (OC-
SVM)

Noise reduction
(filtering) (2.1)

Mel-spectogram

Normalization
(2.2)

I MFCC

Spectral features

; Feature extraction |

Segmentation
2.3)

LSTM Autoencoder
(AE)

Evaluation Metrics (4). Input: model predictions, class labels

ROCandAUG Precision, Recall, F1-
score

. ) 3 Comparative Analysis
Confusion Matrix of Tradeoffs

Figure 2: Overview of the acoustic anomaly detection framework
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inherently limit data collection scope (in which the authors are
thankful to the Rodundwerk’s technical team). Access to such facil-
ities is restricted due to safety regulations, security protocols, and
the need for coordination with plant operators.

3.2 Preprocessing

Prior to modelling, raw audio signals must be converted into rep-
resentations that are both stable and discriminative in the con-
text of acoustic anomaly detection. We use a Short-Time Fourier
Transform (STFT) followed by a Mel-spectrogram conversion and
a frame-based segmentation procedure. These steps are essential
to transform the original time domain signals into a form more
suited to machine learning methods. In addition, we used a com-
bination of noise reduction to provide cleaner audio features
and reduce the influence of noisy backgrounds; normalization
using root mean square through average amplitude levels to ensure
consistency while preserving feature stability; and segmentation
splitting audio recordings into smaller, overlapping frames before
being input to the ML model, facilitating feature extraction and
maintaining balanced datasets [26].

To extract audio features, we first apply a standard discrete Short-
Time Fourier Transform (STFT) [5, 19, 23] from the librosa library
with a 1024-sample window and a hop length of 512. By decom-
posing the audio into short, overlapping time segments, we ob-
tain local frequency-domain information, enabling the detection of
short-duration events (e.g., knocks or impacts). This time-frequency
representation is critical for capturing the subtle temporal patterns
that characterize anomalies in industrial or mechanical systems.
Mathematically, the STFT is defined in Equation 1, where we sum
over windowed signal frames and apply the discrete Fourier trans-

form.
L-1

STFT(n, k) = Z x(n+m)w(m)e /2" Nm

m=0
From the STFT magnitude, we derive a 128-band Mel-spectrogram
[6, 18, 19]. The Mel scale aligns more closely with human auditory

)
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perception, ensuring that frequency regions vital to detecting anom-
alies (e.g., sudden high-frequency bursts) are not overshadowed by
less relevant areas of the spectrum. By compressing the frequency
axis in this perceptual manner, the model is better able to focus
on critical frequency components that differentiate normal from
abnormal operations.
K-1
M(m,n) = " Hp(k) [STFT(n, k)|
k=0

@

In Equation 2, each Mel bin is computed by summing the STFT
power according to a triangular filter bank Hy,.

M(m,n) )

maXmn (M(m,n)) ®)

The Mel-spectrogram is converted to decibels using Equation 3,
normalizing each cell by the global maximum and applying 10log;,.
Then, each Mel-spectrogram is min-max normalized [25] to a [0, 1]
range as shown in Equation 4, which subtracts the minimum and

divides by the overall range:

Mpg(m,n) = 10 loglo(

x —min(X)
max(X) — min(X)
This standardization step makes training more robust by re-
ducing amplitude-related variability and ensuring uniform feature
scales across the dataset. As a result, the model is not biased by
unusually loud or soft recordings, improving generalization to new,
unseen data.

time_per_frame
hop_ratio
hop_length

(4)

Xnorm =

mwon n
S
N

def generate_mel_spectrogram(audio_path):
audio, sr = librosa.load(audio_path, sr=None)
stft = librosa.stft(audio, n_fft=1024, hop_length=
< hop_length)
8 mel = librosa.feature.melspectrogram(S=np.abs(
< stft)**2, sr=sr, n_mels=128)
9 mel_db = librosa.power_to_db(mel, ref=np.max)
mel_db_norm = (mel_db - mel_db.min()) / (mel_db.
< max() - mel_db.min())
return mel_db_norm, sr

N R W =

Listing 1: Code to Generate and Normalize Mel-Spectrograms

The Python code in Listing 1 illustrates how the first steps are
implemented in practice, including loading the audio data, apply-
ing an STFT, generating and normalizing Mel-spectrograms. After
computing the Mel-spectrogram, we segment each spectrogram
into overlapping frames. In our setup:

e Windowing: A frame length of 0.512s is chosen to cap-
ture transient acoustic events while retaining sufficient
frequency resolution.

e Hop Ratio: A 20 % overlap is maintained between consec-
utive frames (i.e., a hop ratio of 0.2). This partial overlap
preserves temporal continuity and guards against losing
information at frame boundaries—particularly important
for detecting short, impulsive anomalies.

By transforming each spectrogram into a series of frames, we pro-
duce localized snapshots of the acoustic signal. These frames serve
as input units for both training and evaluation, making the subse-
quent anomaly detection task more fine-grained and sensitive to
local transient events.

Copyright (©) 2025 The author(s).

20

Khamaisi et al.

1 | def generate_frames(mel_spectrogram, frame_size,

< hop_size):

3 num_frames = (mel_spectrogram.shapel[1] -
< frame_size) // hop_size + 1

4 frames = np.zeros((num_frames, mel_spectrogram.
<— shape[0], frame_size))
5 for i in range(num_frames):
6 start = i * hop_size
7 frames[i] = mel_spectrogram[:, start:start +
< frame_size]
8 return frames

Listing 2: Code to Generate Overlapping Frames from a Mel-
Spectrogram

The Python code in Listing 2 illustrates how the generation
of frames is implemented in practice. Each set of frames is then
saved in .npy format for subsequent training and evaluation. By
separating the raw audio loading from the downstream tasks, we
ensure a clear workflow in which all models operate on the same
preprocessed feature set.

3.3 Anomaly Detection Models

We selected three machine learning models due to their distinct
methodological strengths, computational efficiency, and suitability
to handle the complexities inherent to acoustic anomaly detection
in hydropower:

e K-Means clustering: has a minimal computational over-
head and intuitive clustering based approach [1], making
it suitable for real-time applications with limited computa-
tional resources.

e Long Short-Term Memory Autoencoder (LSTM AE):
a deep learning model capable of capturing temporal de-
pendencies in sequential acoustic signals, excelling at iden-
tifying deviations from normal behaviors, as can be seen
in [10] where accuracy rates of 99% were achieved when
detecting anomalies.

e One-Class Support Vector Machine (OC-SVM): a model
that learns a tight decision boundary around normal (non-
anomalous) data, flagging deviations from the decision
boundary as anomalies [16, 20].

In addition, we compute each method’s outlier score on the
validation set (normal-only) to pick a percentile-based anomaly
threshold. We evaluated multiple thresholds between the 5th and
95th percentiles, and selected the ones that maximizes the F1-score
[30].

4 Experimental Evaluation

This Section presents results of the proposed acoustic anomaly
detection framework, evaluated on audio data collected with syn-
thetic, induced anomalies, and in real operation mode. All audio was
captured with a Samson Meteor MIC at a 16 kHz sampling rate and
stored in .wav format for consistency. We examine three ML mod-
els representing key industrial trade-offs: fast but simple methods,
balanced approaches, and high-performance but resource-heavy
solutions.
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Figure 3: Mel-spectrograms for synthetic dataset: normal (top) vs.
anomalous (bottom).

4.1 Induced Synthetic Anomalies

The first dataset was recorded in an operational industrial machine
and comprises:

e Normal operation (12 minutes 46 seconds): Equipment
functioning under routine conditions, reflecting regular
machine activity.

e Induced events (3 minutes 29 seconds): Artificial me-
chanical faults introduced via controlled impacts from a
hammer striking a shovel, selected to resemble real-world
structural issues yet remain safe and repeatable.

These synthetic knocks allow replication of realistic fault phe-
nomena and thus form the basis for testing the framework un-
der near-real-world conditions while preserving consistency in
labeling.
Evaluation metrics. Table 2 presents the evaluation metrics for
the ML models on the synthetic anomaly dataset with focus on
the K-Means, OC-SVM, and LSTM-AE. All models achieved near-
perfect results, as reflected in the ROC AUC, precision, recall, and
F1-scores. The confusion matrices in Figure 4 further highlight
the strong classification performance. Overall, the LSTM-AE pro-
vides the most balanced outcome, maintaining both a low false
positive rate (3.0%) and high anomaly recall (99.8%), making it well
suited for deployment where precision and trust in anomaly alarms
are essential. However, K-Means offers the fastest training and in-
ference times, with performance metrics nearly matching those of
LSTM-AE, and achieves the lowest overall misclassification count.
The Mel-spectrograms of the synthetic anomaly and normal
datasets are presented in Figure 3. The normal recording (top) shows
smooth, constant energy distribution below 2000 HZ. The anoma-
lous Mel-spectrogram (bottom) reveals multiple energy bursts with
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vertical stripes representing induced anomalies. It shows short high-
energy bands in a high frequency range of above 2000 HZ, which
correspond to the knocking sounds caused by a hammer hitting
a shovel. Therefore, the normal operation noise is clearly visually
distinguishable from the anomalous sound.

Figure 5 shows the MFCC coefficients for both recordings. The
the normal recording (top) exhibits relatively uniform spectral pat-
terns suggesting a stable envelope, while the anomalous recording
(bottom) reveals sudden blanks in coefficients over short intervals,
especially in coefficient 0 representing average log-energy. How-
ever, spectral patterns remain fairly similar between recordings,
likely due to hydroelectric plant background noise.

Figure 6 displays the FFT Amplitude spectrum, revealing am-
plitude distribution across frequencies. The normal recording (top)
shows a concentrated spectral profile in the lower frequencies,
while the anomalous recording (bottom) exhibits wider energy
distribution with distinct amplitude spikes in higher frequencies,
corresponding to induced anomalies.

Table 2: Evaluation metrics for the synthetic anomaly dataset.

Method
K-Means
OC-SVM

LSTM-AE

ROC AUC
0.9974
0.9977
0.9995

Recall
0.9989
0.9994
0.9972

F1-Score
0.9906
0.9801
0.9893

Precision
0.9825
0.9615
0.9814

Train Time (s)
0.3700
2.8284
32.8777

Inference Time (s)
0.0275
2.1469
0.4765

4.2 Real-world Operation

The second dataset was recorded in an operational settings and
comprises:

e Normal operation (59 minutes 53 seconds): equipment
functioning under routine conditions, reflecting regular
machine activity.

e Transient acoustic event (5 seconds within 59 min-
utes): detected during the transition phase, i.e., electricity
generation to water pump.

According to operational insights from plant personnel, acoustic
anomalies typically occur during specific operational transitions:
startup sequences, mode switching between pumping and genera-
tion phases, and load adjustment periods. These transient events are
not indicative of equipment failure but rather reflect the dynamic
behavior of turbine systems designed to operate in dual modes.
Also, they are brief by nature, as prolonged anomalies would indi-
cate actual equipment malfunction or damage rather than normal
operational variations. The short duration of real anomalies (5 sec-
onds within 59 minutes recording) and the constrained dataset size
reflect this operational reality where brief acoustic deviations are
characteristic of healthy industrial systems, combined with the prac-
tical challenges of extended data collection in critical infrastructure
environments.

The Mel-spectrogram of the real anomaly dataset as well as
the normal and anomalous frames are shown in Figure 7. The oper-
ating modes are clearly visible through pronounced energy shifts,
but these do not necessarily correspond to anomalies since normal
mode transitions are prolonged with uniform frequency distribu-
tion. Conversely, the anomalous recording (bottom) exhibits incon-
sistent frequency changes without apparent pattern throughout
the recording.
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Evaluation metrics. In the real-world scenario, the confusion
matrices (cf. Figure 8) confirm that all models successfully detected
the transient event during the transition phase, with LSTM-AE and
OC-SVM achieving perfect recall. LSTM-AE correctly identified
all 43 transient events samples with 150 false positives, achieving
the highest F1-score (0.360). OC-SVM also detected all anomalies
but misclassified 243 normal samples (F1-score: 0.261). K-Means
missed 6 anomalies with 156 false positives, achieving the lowest
F1-score (0.314). Per Table 3, K-Means remains fastest for training
and inference, while OC-SVM is significantly slower at inference.
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The previous observations can also be seen in Figure 9, which
shows the MFCCs of both recordings. The normal MFCC (top)
shows consistent color bands in most coefficients in the normal
recording indicating a stable spectral envelope. Apart from the
evident the changes in operating modes in coefficient 0, each coef-
ficient contains a stable spectral envelope. In contrast, the anoma-
lous recording (bottom) exhibits higher variability in the MFCC
coeflicients. The coefficients 1-12 fluctuate more intensely during
anomalies, showing unstable spectral patterns. Additionally, coef-
ficient 0 shows a lower log-energy suggesting reduced energy in
abnormal sounds.

Lastly, Figure 10 shows a comparison of the FFT Amplitude spec-
trum of both recordings. The amplitude and frequency distribution
of the anomalous FFT (bottom) is significantly broader compared
to the normal recording (top). The frequency distribution for the
normal is much more compact, representing normal operating con-
ditions. Furthermore, the amplitude peak in the normal recording
is 0.010dB compared to a higher peak in the anomalous recording
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Figure 7: Mel-spectrograms for real dataset: normal (top) vs. anoma-
lous (bottom).
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of over 0.050dB. This is due to the longer audio file for the normal
recording and more distributed acoustic signals in contrast to the
short and noisy signals in the anomalous recording.

Table 3: Evaluation metrics for the real world dataset.

Method | Train Time (s) | ROC AUC | Precision | Recall | F1-Score | Inference Time (s)
K-Means 5.25 0.962 0.192 0.861 0.314 0.043
OC-SVM 55.54 0.998 0.150 1.000 0.261 12.17
LSTM-AE 145.25 0.997 0.219 1.000 0.360 0.867
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4.3 Comparative Analysis

The experimental evaluation outlines the crucial role of effective
audio feature extraction. Mel-spectograms and MFCCs provided
key inputs by distinguishing subtle frequency variations, align-
ing with our exploratory data analysis. This preprocessing stage
directly influenced model performance in detecting anomalies de-
spite typical hydropower challenges like background noise and
signal reflections.

Model selection involves notable trade-offs among accuracy,
computational efficiency, and explainability:

e K-means offered fast inference (0.027-0.043s) for real-time
applications but limited robustness to overlapping acoustic
patterns (precision: 0.192).

e OC-SVM demonstrated strong detection (ROC AUC: 0.9976
- 0.998) with moderate computational overhead (training
time: 2.8-55.5s) and intuitive boundary-based interpretabil-
ity.

e LSTM Autoencoder (AE) captured complex temporal de-
pendencies effectively (ROC AUC: 0.997-0.999) but required
significantly higher computational complexity (training
time: 145s). Its performance justifies deployment where
accuracy is paramount, though explainability and mainte-
nance may pose practical challenges.

5 Conclusions and Future Work

This paper presented an acoustic anomaly detection pipeline for pre-
dictive maintenance in PSHP power plants. We benchmark three ML
models (K-Means, OC-SVM, and LSTM-AE) on real-world acoustic
datasets from Rodundwerk I, analyzing audio feature selection and
model trade-offs between accuracy, computational cost, and inter-
pretability. OC-SVM achieved optimal efficiency-accuracy balance,
while LSTM-AE excelled at detecting subtle temporal anomalies
despite higher computational demands.

Future work includes developing a multi-modal anomaly detec-
tion framework that integrates acoustic signals with vibration data
and operational parameters (e.g., rotational speed, bearing temper-
ature, power output). Additionally, collecting expanded datasets
from multiple microphone arrays positioned across different floors
of the plant will enable extending detection capabilities from 2D to
3D, incorporating localization of anomalies.
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ABSTRACT

The convergence of video games with the Internet of Things (IoT),
artificial intelligence (AI), and emerging 6G networks creates un-
precedented opportunities and pressing challenges. On a technical
level, IoT-enabled gaming requires ultra-low latency, reliable quality
of service (QoS), and seamless multi-device integration supported
by edge and cloud intelligence. On a societal level, gamification
increasingly extends into education, health, and commerce, where
points, badges, and immersive feedback loops can enhance engage-
ment but also risk manipulation, privacy violations, and depen-
dency. This position paper examines these dual dynamics by linking
technical enablers, such as 6G connectivity, IoT integration, and
edge/Al offloading, with ethical concerns surrounding behavioral
influence, data usage, and accessibility. We propose a compara-
tive perspective that highlights where innovation aligns with user
needs and where safeguards are necessary. We identify open re-
search challenges by combining technical and ethical analysis and
emphasize the importance of regulatory and design frameworks to
ensure responsible, inclusive, and sustainable IoT-enabled gaming.

CCS CONCEPTS

« Social and professional topics — Corporate surveillance; «
Networks — Network mobility; - Human-centered comput-
ing — Ubiquitous and mobile computing theory, concepts
and paradigms; Mobile computing.

KEYWORDS
IoT, Edge Al, Gamification, 6G

1 BACKGROUND AND MOTIVATION

Since the early days of personal computing, video games have
been a catalyst for technological innovation, continuously driv-
ing advances in both hardware and software [24, 29]. In the 1980s
and 1990s, gaming interactions were primarily confined to human-
computer interaction. This paradigm shifted in the 2000s, as broad-
band Internet and wireless networking enabled online multiplayer
experiences. Gaming was now also defined by social encounters
between geographically distributed players. The rise of mobile de-
vices, tablets, and specialized consoles further diversified gaming
platforms, while recent innovations, such as 5G-enabled handheld
devices (e.g., Razer Edge 5G) and standalone VR headsets (e.g., Meta
Quest 3) signal a transition toward pervasive, network-native play

This work is licensed under a Creative Commons Attribution 4.0 International License.
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characterized by seamless connectivity and continuous computa-
tion. Today, gaming extends beyond specific platforms or locations,
as gamification (the application of game-like designs to non-game
contexts) is integrated into daily routines and social practices [14].

The Internet of Things (IoT) introduces a new dimension to this
evolution. IoT devices range from low-power sensors to wearables
enabled by Artificial Intelligence (AI), and their integration into
everyday life creates new opportunities and challenges for inter-
active applications. Both online games and IoT systems depend
on ultra-low latency, scalable computation, and adaptive resource
allocation, often requiring a balance between resource-constrained
devices and nearby edge infrastructure [16]. Al further reinforces
these connections by enabling personalization, real-time analytics,
and intelligent orchestration across distributed devices. Beyond
technical considerations, the convergence of gaming, IoT, and Al
raises ethical and societal questions. Gamification (e.g., collecting
points, badges, and leaderboards) has been proven effective in vari-
ous domains, including education [2], health [23], and commerce
[6]. However, while gamification can encourage constructive behav-
iors, it also carries risks of manipulation, addictive engagement, and
the commercialization of user attention [21, 32]. These concerns
become particularly pressing in IoT-enabled pervasive computing
environments, where gamified interactions are embedded into ev-
eryday practices and are difficult to regulate or supervise.

This position paper examines the intersection of these domains
by exploring the synergies between gaming, IoT, Al and 6G. Gam-
ing can serve as a driver for IoT innovation while simultaneously
demanding a critical reflection on the ethical implications of perva-
sive play. Our discussion highlights that regulation should focus
on the commercialization of gamification, rather than technical
options or gamification itself.

2 CONVERGENCE OF GAMING, 10T, AND AI

The area of ubiquitous computing is established by a large set
of connected devices. It is shaped by the demand for interactive
experiences with strict latency guarantees [9], the rise of data-
driven intelligence, as well as services that incorporate aspects of
gaming, IoT, and Al This section explores the intersection of these
technologies and paradigms, where their requirements overlap, and
how they jointly shape new services.

2.1 Multi-Device and Pervasive Gaming

Ecosystems

Modern gaming is no longer confined to a single device, but spans
across multiple devices and platforms [5]. Players interact across
a heterogeneous ecosystem of devices, including smartphones,
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tablets, wearable sensors, AR/VR headsets, and cloud-enabled con-
soles [31]. This multi-device environment influences IoT system
architectures, where devices with varying computational capabili-
ties and connectivity options cooperate to provide a service [17].
Gaming scenarios such as location-based experiences [7] or sensor-
driven interaction illustrate how IoT and gaming naturally con-
verge.

2.2 Al-Powered Synergies

Al plays a central role in all three domains, as it enables non-player
character behavior, adaptive difficulty, and personalized content
delivery in gaming [26, 30]. In IoT, Al supports context recognition,
resource optimization, and connectivity [19]. The intersection of
these capabilities opens up new opportunities, for example, games
that adapt dynamically to player context using IoT sensor data, or
IoT services that utilize gaming-inspired interfaces to enhance user
engagement. Edge and cloud AI further support these synergies by
offloading computationally demanding inference tasks [11].

2.3 Latency, QoS, and QoE Challenges

Both gaming [18] and IoT [13] are highly dependent on low latency
and reliable network performance. Latency above a few tens of
milliseconds can degrade competitive gaming experiences [4], just
as it can reduce the reliability of safety-critical IoT applications.
Quality of Service (QoS) guarantees are essential, but ultimately,
user-perceived Quality of Experience (QoE) determines success.
Predictive adaptation, traffic prioritization, and resource-aware
computation offloading are crucial for aligning QoS with QoE in
these highly dynamic environments [25, 27].

2.4 The 6G Perspective

Theoretically, 5G mobile networks have already enabled cloud gam-
ing, mobile VR, and latency-aware IoT applications [12]. However,
the next generation, 6G, promises to push these boundaries further
with sub-millisecond latency, massive device connectivity, inte-
grated edge intelligence, and support for holographic communica-
tion [28]. These advances directly benefit IoT and gaming, allowing
seamless multi-device integration [33], ultra-realistic immersive
environments [8], and adaptive service delivery in highly mobile
contexts [10]. Therefore, the envisioned 6G capabilities can act as
an enabler of pervasive, Al-enhanced gaming experiences.

3 CHALLENGES AND OPPORTUNITIES

The convergence of gaming, IoT, Al and 6G causes a reciprocal ef-
fect, as many IoT applications become gamified, and games become
deeply embedded in everyday life. It presents unprecedented oppor-
tunities, but it also raises significant challenges. We analyze these
from two complementary perspectives: the gaming side, which fo-
cuses on technical and experiential requirements, and the societal
side, which addresses ethical and social issues that can arise from
gamifying everyday interactions.

Copyright (©) 2025 The author(s).
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3.1 Gaming-Centric Challenges and
Opportunities

From a gaming perspective, the demand for immersive and seam-
less experiences is the main requirement, for which the following
technical conditions must be fulfilled:

e Latency: Most games demand real-time responsiveness.
Latency above 25 ms can disrupt gameplay and diminish
Quality of Experience (QoE) [4]. IoT and 6G offer opportu-
nities for ultra-low-latency, distributed architectures that
can support next-generation gaming.

e Device heterogeneity: Players increasingly use smart-
phones, VR headsets, consoles, and IoT-enabled wearables [3].
The challenge lies in ensuring cross-device interoperability,
while the opportunity lies in leveraging IoT for pervasive,
multi-device play.

o Edge/Al integration: Offloading computation to the edge
or using on-device Al enables more dynamic and adap-
tive gameplay. However, this raises challenges in resource
allocation, synchronization, and power consumption.

o Scalability: Multiplayer and persistent online worlds gen-
erate massive traffic. 6G and IoT can provide scalable com-
munication backbones, although challenges remain in en-
suring fairness and QoS. This aspect also demands for edge
computing concepts.

3.2 Societal and Ethical Challenges of
Gamification

Beyond technical concerns, gamification increasingly shapes ed-
ucation, commerce, and daily life. This pervasiveness introduces
dilemmas such as:

e Behavioral influence: Gamification mechanisms such as
points, badges, and rankings can foster engagement, but
also risk manipulation and over-dependence, particularly
in children and vulnerable users [15].

o Commercialization of play: While games can create pos-
itive experiences, their integration into IoT systems may
blur boundaries between entertainment and commercial
exploitation.

e Privacy: IoT-enabled gamification relies heavily on per-
sonal data to adapt experiences accordingly. This raises
issues of trust, transparency, and informed consent [20].

o Equity and accessibility: If gaming becomes a pervasive
mode of interaction, access to devices and services becomes
a factor of social inclusion or exclusion (e.g., paywalls [22])

3.3 A Comparative View: Challenges,
Opportunities, and Technical Enablers

We provide an overview highlighting the interplay between tech-
nical innovation and social responsibility (Figure 1). This figure
summarizes the challenges and opportunities from gaming and soci-
etal perspectives, with the technical enablers identified in Section 2
and challenges we identified in Section 3. The aim is to illustrate
where technology aligns with user needs and where additional
safeguards and design considerations are required.
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Figure 1: Integration of technological and ethical challenges
in society and regulation.

From a technical point of view, the problems of latency, scala-
bility, and device heterogeneity appear to be solvable. Emerging
technologies such as 6G and edge computing already demonstrate
the ability to reduce latency, increase throughput, and manage
large-scale device integration [13]. With continued innovation, the
gaming ecosystem can overcome most infrastructure-related con-
straints and deliver seamless IoT-enabled experiences. Integrating
these enablers with gaming methods, multi-device support (includ-
ing IoT), and immersion with real-world objects could enable more
social gaming experiences. The societal dimension presents far
more persistent challenges. Addressing behavioral influence issues,
privacy protection, and commercializing play requires more than
technology, addressing issues of behavioral influence [15], privacy
protection [20], and commercialization of technology. To address
these concerns, society must first establish a broad awareness of the
risks and opportunities such innovations bring to individuals and
society [1]. Awareness must extend beyond individual users to en-
able society and legislative bodies to determine how deeply gaming
technologies should impact everyday life. Communicating both the
issues and the opportunities, such as the potential for gamification
in education and health, ensures that debates and discourse remain
aware of the risks.

Awareness, however, is only the first step. Governance must
also construct regulatory frameworks that can adapt quickly to
technological advancements. We argue that the focus of such regu-
lations should be on the commercialization of technology or gaming
concepts, rather than those concepts themselves.

3.4 Future Work

As described in Table 1, future technical research should go beyond
improving latency, QoE, and distributed computation to explore
the applications that new technical advancements will enable. So-
cietal research must incorporate social impact assessments into
the development process, focusing on privacy, autonomy, and fair-
ness. Regulators require clear, evidence-based recommendations to

Copyright (©) 2025 The author(s).

ensure emerging applications align with democratic values, pub-
lic well-being, and the moral codes of their respective societies.
These recommendations should be provided before technologies
are widely available and their social implications become apparent.

Table 1: Societal and ethical challenges in IoT-enabled gami-

fication and future research directions.

Technical Research Direc-
tions

Societal Research Directions

Focus on privacy-preserving
and explainable gamification
systems, with adaptive consent
mechanisms and safeguards
against manipulative design
patterns. Detect and mitigate
harmful engagement strategies.

Investigate the psychological ef-
fects of gamification on various
demographics, establish ethical
design principles to prevent de-
pendence, and study how users
can be supported to balance en-
gagement with well-being.

Develop inclusive and accessi-
ble IoT-enabled gaming frame-
works, fairness-aware resource
allocation models, and trans-
parent monetization strategies
that minimize exclusion and

promote fairness.

Analyze the cultural implica-
tions of the commercialization
of play, support the creation
of adaptive regulatory frame-
works, and explore governance
models that ensure access to
IoT-enabled experiences.

Subsequently, we should not confine recommendations such as
these to academic discourse; we must communicate them to policy-
makers, industry stakeholders, and the broader public by integrat-
ing social and ethical considerations as a core part of technological
innovation rather than treating them as separate afterthoughts.

4 CONCLUSION

This position paper has shown that gaming has consistently pushed
the boundaries of computing and networking technologies. Its con-
vergence with IoT, Al and emerging infrastructures defines new
opportunities. Advances such as 6G provide credible pathways to
resolve many issues, as these enablers can deliver ultra-low latency,
reliable QoS, and high QoE, ensuring that the technical foundation
for pervasive gaming continues to become stronger. However, soci-
etal and technological challenges require deliberate answers. We
cannot solve the issues of behavioral influence, privacy, play com-
mercialization, and accessibility with technology alone. We must
foster risk awareness while communicating the benefits of gamifi-
cation in education and health. With such awareness, societies can
make democratic decisions about how deeply gaming technologies
should influence daily life. At the same time, policymakers must
establish adaptive regulatory frameworks that are responsive to
changing conditions.

Therefore, the convergence of gaming and IoT requires more
than technical progress. It demands social and political processes
that evolve together with and in response to innovation.
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Abstract

The increasing heterogeneity of hardware and software in the In-
ternet of Things (IoT) poses a major challenge for the portability,
maintainability and deployment of software on devices with limited
resources. WebAssembly (WASM), originally designed for the web,
is increasingly recognized as a portable, secure and efficient run-
time environment that can overcome these challenges. This paper
explores the feasibility of using WASM in embedded IoT systems
by evaluating its performance, memory footprint and energy con-
sumption on three representative microcontrollers: the Raspberry
Pi Pico, the ESP32 C6 and the nRF5340. Two lightweight WASM
runtimes, WAMR and wasm3, are compared with the native C exe-
cution. The results show that while the native execution remains
superior in terms of speed and energy efficiency, WASM offers ac-
ceptable trade-offs in return for cross-platform compatibility and
sandbox execution. The results highlight that WASM is a viable
option for embedded IoT applications when portability and security
outweigh strict performance constraints, and that further runtime
optimization could extend its practicality in this area.

Keywords

WebAssembly, Internet of Things, Resource-Constrained Devices,
Runtime Performance, Energy Consumption

1 Introduction

The Internet of Things (IoT) ecosystem is characterized by a large
and growing diversity of hardware platforms, operating systems
and development environments. While this heterogeneity enables
a wide range of applications, it also introduces developers with
significant challenges when it comes to maintaining and deploying
software on resource-constrained devices. Traditional approaches
often require platform-specific code or extensive rework to ensure
compatibility and efficiency on each target. In this context, We-
bAssembly (WASM) has emerged as a promising technology for
standardising development in the IoT landscape.

Originally designed for the web, WASM is a compact, binary
instruction format that enables high-performance execution of code
compiled from languages such as C, C++, and Rust. Its main strength
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lies in its portability: the same WASM binary can be executed
on different platforms and architectures with minimal changes,
given a compatible runtime environment is available. This opens
up the possibility to develop once and deploy anywhere, which
is a particularly compelling proposition for the fragmented and
resource-constrained world of embedded IoT.

In recent years, the WebAssembly ecosystem has expanded be-
yond browsers into areas such as cloud computing, edge computing,
and now embedded systems. This shift has been supported by the
development of lightweight WASM runtimes that can run on micro-
controllers and small IoT platforms. As a result, WASM is no longer
limited to high-end environments and is being seriously considered
as a unifying layer for portable and efficient embedded application
development.

While WASM is increasingly promoted for its portability in IoT,
there remains a lack of systematic evaluation of its performance and
energy implications on resource-constrained microcontrollers. This
paper addresses this gap by experimentally assessing the execution
time, memory footprint, and energy consumption of representative
WASM runtimes compared to native execution across multiple IoT
devices. In doing so, it provides a quantitative analysis of WASM
performance on low-power embedded platforms, examines the
runtime-level differences between lightweight interpreters such as
wasm3 and more feature-rich runtimes like WAMR, and discusses
the trade-offs between portability, performance, and energy effi-
ciency. The experimental design and methodology are based on
prior work conducted in a thesis project in [1].

The paper is structured as follows: Section 2 provides an overview
of existing research to establish the foundation and relevance of
this study. Section 3 introduces the basic concepts of WebAssem-
bly and explores its applicability to IoT environments. Section 4
describes the setup and methodology of the experimental environ-
ment. Section 5 presents and analyzes the experimental results.
Finally, Section 6 concludes the paper by summarizing key findings
and implications.

2 Related Work

There are several papers and projects investigating IoT devices
and WASM. Authors in [2] conducted a controlled experiment
by compiling three benchmarking algorithms from four different
programming languages (i.e. C, Rust, Go, and JavaScript) compiled
to WASM and running these languages with two different WASM
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runtimes on a Raspberry Pi 3B. They identified C and Rust as a
solid option for WASM projects working with low-performance
hardware traditionally used in IoT devices.

The paper in [3] has presented the possibility of combining
WASM with embedded devices. They discuss the WASM runtimes
that embedded devices can support and their structure. Authors in
[4] have conducted tests on a Raspberry Pi and show that there are
many cases where a WASM runtime outperforms a similar Docker
+ C solution. To address the challenge of running WebAssembly
on resource-constrained IoT devices, the paper [5] introduces a
lightweight runtime environment tailored for device-and cloud-
integrated applications. Their approach supports Ahead-of-Time
(AOT) compilation of WebAssembly on such constrained platforms,
employing memory reduction techniques and compile-time safety
checks to ensure secure sandboxed execution. The results show
that this approach reduces memory footprint by up to 84.8x and
improves energy efficiency by 1.2x to 4.9x compared to existing
AOT runtimes. Moreover, authors in [6] conducted a controlled
experiment in which they tested WASM binaries generated from C,
Rust, Go, and JavaScript on a Raspberry Pi 3B using two different
runtimes. Their results show that the choice of source language has
a significant impact on both energy consumption and execution per-
formance, while the runtime environment plays a less decisive role.
In particular, C and Rust performed better than other languages,
while JavaScript compiled with Javy showed poor efficiency.

Further studies, such as [7], have explored hardware-assisted
WebAssembly execution for embedded systems, demonstrating that
dedicated acceleration units can substantially improve throughput
and efficiency on low-power processors. In addition, [8] provided
an extensive review of WebAssembly beyond the web, examining its
performance characteristics, runtime constraints, and optimization
opportunities in edge and resource-constrained environments.

While these studies have advanced the understanding of We-
bAssembly performance on single-board computers and moder-
ately constrained platforms, few have focused specifically on ultra-
constrained microcontrollers typical of IoT end devices. This paper
differs from prior work in three main ways:

(1) It extends the experimental scope to multiple low-power
microcontrollers (Raspberry Pi Pico, ESP32 C6, and nRF5340) to
capture performance variations across architectures;

(2) It directly compares lightweight and feature-rich WASM run-
times (wasm3 and WAMR) under identical workloads to identify
trade-offs in execution time, energy consumption, and memory
usage;

(3) It documents practical challenges encountered when deploy-
ing and executing WASM on these devices, providing implementa-
tion insights useful for future research and development.

By addressing these aspects, this study complements existing
research and contributes new empirical data and methodological
guidance for evaluating WASM in resource-constrained IoT envi-
ronments.

3 WebAssembly Background and IoT Integration

WebAssembly is a binary instruction format for a stack-based vir-
tual machine. It was developed as a portable target for compiling
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high-level languages such as C, C++, and Rust, so that these lan-
guages can be used on the web for both client and server applica-
tions. While JavaScript remains the only programming language
natively supported by web browsers, WASM fills this gap by provid-
ing a solution for running safe, fast, and portable low-level code on
the web. Therefore, it works alongside JavaScript and often serves
as a complementary technology. to improve performance and en-
able the execution of more complex tasks. The basic design goals
of WASM are as follows [9]:

o Fast transfers over the Internet: Considering JavaScript is a
plain text format, it cannot achieve the compact file sizes
that WASM can. WASM is designed for compact and load-
time saving binary representation, which reduces load time
and saves bandwidth.

e Security: Security is crucial for web technologies because
the code comes from untrusted sources. WASM has a memory-
safe execution environment (sandbox) that can be isolated
from the host runtime. Other web technologies such as
Javascript use a managed language runtime, which can
have a negative impact on performance due to the over-
head of ensuring security. Essentially, WASM achieves a
balance between security and performance by minimiz-
ing the performance degradation normally associated with
secure execution.

o Portability: The structure of the WASM binary format is de-
signed to run efficiently on different operating systems and
instruction set architectures. When a program is compiled
into WASM bytecode, it can be distributed and executed in
different environments as long as there is a WASM runtime
environment is available.

e Open and debuggable: There are several tools and API sup-
port for WASM. WASM can also be printed out in a textual
format for debugging, testing, experimenting, optimizing,
learning, teaching and writing programs by hand. The for-
mat allows developers to view the source code of WASM
modules on the web, making it more accessible for various
development tasks.

e Part of the open web platform: Another design goal of
WASM is to maintain the versionless and feature-tested
nature of the web. Its modules can be called into and out of
the JavaScript context and access browser functionality.

While the Internet of Things is driving technological progress in
many areas, it still faces some major challenges. One major issue is
scalability and diversity. IoT systems consist of numerous devices
and infrastructures, each using different architectures, protocols,
and data formats. This leads to major difficulties in ensuring inter-
operability and seamless integration in large-scale, heterogeneous
environments. Security and data protection are also pressing con-
cerns. IoT networks are often the target of attacks, and although
there are various security measures in place, these are often accom-
panied by performance degradation. Energy efficiency is another
critical challenge. Many IoT devices are battery-powered, and fac-
tors such as unnecessary data transfers or constant wireless usage
can quickly consume energy, making power optimization essential.

Finally, limited hardware resources are also a constraint. Tiny
IoT devices often lack the processing power and memory to run
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full operating systems. While lightweight real-time operating sys-
tems can be used, they do not offer the same level of flexibility or
isolation.

WASM offers some features and benefits that are notably impact-
ful for some of the mentioned IoT challenges:

o Flexibility: WASM was developed as a platform-independent
bytecode that increases flexibility in IoT development. It
allows the same code to run on different devices and plat-
forms, eliminating the need for platform-specific customiza-
tion. This feature can improve the efficiency of new tech-
nology development, which is critical for rapidly evolving
IoT ecosystems [9].

e Security and data protection: The usual, widely used mem-
ory protection methods are not available for low-end mi-
crocontrollers. However, by implementing WASM on these
devices, the problem can be solved without the need for vir-
tual memory and extensive hardware resources. The reason
for this is that WASM provides an abstraction layer that
allows applications to run in a sandbox environment so that
the code can be executed in a controlled environment. This
can help protect the host system from potentially malicious
operations [3].

e Compactness and Energy Efficiency: WASM has a binary
instruction set, which can be directly processed by the de-
vice, saving energy for resource-intensive operations. This
efficiency feature can lead to lower energy consumption
for CPU usage, especially for battery-powered IoT devices.

e Ahead of Time compilation: Some WASM runtimes support
Ahead of Time compilation, which takes the WASM byte-
code and produces machine code for the target CPU/MCU
type. This is very useful in the context of tiny IoT devices,
which may have limited CPU and memory to perform Just
in Time compilation, as we typically do in the cloud or on
the desktop [10].

There are a variety of WASM runtimes for web and non-web
[11], which have features [12], such as performance optimization,
portability, and so on. In this study, we focus on runtimes that
support IoT devices. Table 1 shows the comparison of the five most
popular WASM runtimes. Each of these runtimes has different
features and capabilities tailored to different development needs.

Table 1: The most popular WASM runtimes.

Wasm Standalone .
Runtime Interpreter JIT | AOT | GitHub Stars
wasmer[13] v X v 19.9k
wasmtime[14] v X v 16.6k
WasmEdge[15] v X X 9.6k
wasm3[16] v v X 7.6k
WAMR([17] v v v 5.4k

Due to its robust support for Just-in-Time (JIT) and Ahead-of-
Time (AOT) compilation, WAMR is the first choice to improve
performance and flexibility. JIT compilation converts the WASM
code into machine code at runtime to improve performance. AOT
compilation compiles WASM code into native machine code before
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execution, reducing startup times. In addition, these runtimes have
a large community, resulting in better support, frequent updates,
and a more extensive ecosystem, which is crucial for academic
and practical implementations. WAMR has more comprehensive
support for all the features, which makes it versatile for comprehen-
sive applications. Additionally, it supports various IoT platforms,
which makes them ideal for research on lightweight, cross-platform
runtime environments in resource-constrained devices. Compared
with other runtimes, wasmedge and wasm3 offer a better balance
between integration capabilities and runtime efficiency. Specifically,
wasm3 focuses more on speed with selective compilation features,
while wasmedge pays more attention to interoperability.

4 Implementation

To evaluate the execution of WASM on resource-constrained de-
vices, we conducted experiments with two runtimes: WAMR and
wasm3. All measurements were performed with interpretation en-
abled, not ahead-of-time (AOT) or just-in-time (JIT) compilation,
to better reflect the capabilities and constraints typical of embed-
ded environments. Selection of the runtime for each platform was
based on its availability, maturity, and compatibility. WAMR was
chosen for the Raspberry Pi Pico, ESP32 C6, and nRF5340 due to its
flexibility and Zephyr integration, while wasm3 was used for the
Pico and ESP32 C6 due to its lightweight and fast interpretation
capabilities. To ensure a meaningful comparison between different
environments and languages, we tested various computational al-
gorithms implemented in both C and Rust. These included a bubble
sort function to represent control-flow intensive workloads and a
CRC-16 checksum calculation to simulate bitwise and performance-
critical operations. The choice of these workloads reflects typical
patterns in embedded applications, illustrating the trade-offs de-
velopers face between control-flow complexity and computational
intensity. These examples allowed us to assess runtime behaviour,
performance, and compatibility under different code structures and
computational workloads. The following subsections describe the
setup and execution of the experiments for each platform.

4.1 Experiments Execution on Pico

4.1.1 Wasm3 experiments. The entire process of running wasm3
on Pico is shown in Figure 1. At the beginning, there is a C or Rust

code in the project, which is used as source code for the generation

of WASM code. Next, a bash script is executed. This script compiles

the C or Rust code into WASM code with the help of the Clang com-
piler from the WASI SDK. At the same time, it generates a WAT file

(WebAssembly Text Format) to enable better analysis of the WASM

code. Subsequently, xxd is used to convert a binary file (WASM file)
into a C header file format. The xxd is then used to convert the

binary WASM file into a C header format. A separate C file as an

interface to connect the WASM code to the C code embedded in

Pico. The generated C header file is integrated into this interface

code, and the final output is a .uf2 file that can be flashed directly
to the Pico and can be transferred.

4.1.2 WAMR experiments. The entire process of running WAMR
on Pico is shown in Figure 2. First, C or Rust code is compiled into
WASM code. Then, a bash script is executed to generate WAT code
and a C header file. Finally, West, a tool from Zephyr, is used to
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wasm

C Header Interface for

UF2 file

WASM

C/Rust
Code

Code

Figure 1: Wasm3 execution on Pico.

build and flash the project in Pico. For the C and Rust projects, the
same examples are selected that are used for Pico with wasm3.

wamr
C Header Interface for >Zephyr OS
Zephyr
C/Rust WASM
Code Code

West
Flash

Figure 2: WAMR execution on Pico.

4.2 Experiments Execution on ESP32 Cé6

4.2.1 Wasm3 experiments: Running wasm3 with ESP32 C6
follows a process similar to running wasm3 with Pico. However,
there is direct support from the wasm3 community for ESP32 Cé,
which allows running wasm3 on the ESP32 C6 without additional
platform support. Consequently, we can utilize the wasm3 ESP32
Cé6 interface directly, rather than developing a custom interface as
was necessary for the Pico.

4.2.2 WAMR experiments. Asmentioned previously, after adding
support for ESP32 C6 to WAMR, it is now possible to run WASM
code directly on ESP32 C6. Consequently, the process is similar to
WAMR and Pico, but without using Zephyr. First, C or Rust code is
compiled into the corresponding WASM code. Next, it will generate
WAT file for analysis and a C header file. Moreover, the header file
will then be integrated into the WAMR interface file for ESP32 Cé.
Finally, ESP tools, primarily Python-based, are used to build the
project, flash the code, and monitor the output.

4.3 Experiments Execution on nRF5340

4.3.1 WAMR experiments. Because WAMR does not have di-
rect support for the nRF5340 board, but Zephyr does, the process
follows the same steps as the WAMR setup on the Pico, as shown
in Figure 2.

5 Performance and energy consumption analy-
sis

To assess the runtime efficiency of WASM on constrained embedded
systems, we performed a detailed evaluation of the performance
and energy consumption of three microcontrollers: the Raspberry
Pi Pico, ESP32 C6, and nRF5340. In these experiments, WAMR and
wasm3 runtimes were directly compared to native C execution,
which serves as a baseline across all devices.
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We tested the performance and energy behavior using code writ-
ten in both C and Rust. To challenge the runtimes, we implemented
several computational workloads: a control-intensive algorithm
using bubble sort with a varying number of integers, 100 and 1000,
and a CRC-16 algorithm with 100 integers as a data set. Although
these benchmarks are simple, they reflect common classes of em-
bedded workloads and provide reproducible test cases that can be
easily replicated by others. The results shown in the following fig-
ures reflect the consistent pattern observed across all tests: native
implementations were the most efficient in terms of energy and
execution time, while WASM runtimes, especially wasm3, offered
competitive performance at a higher but manageable resource cost.

5.1 Energy consumption measurement

The energy consumption of a device can be determined by multiply-
ing the average power by the duration of the interval during which
this average power is calculated. This relationship is expressed by
the formula: E = Payerage X Texecution- In all experiments, we put
the device to sleep for 5 seconds before and after the execution of
the benchmark algorithms. In this case, there is a short increase
in energy consumption caused by the benchmark algorithm. We
repeat the same steps several times to obtain reliable results. With
this approach, we can calculate the energy consumption by deter-
mining the average power consumption during the active phase and
multiplying it by the execution time of the function. The product of
these values gives the total energy consumption for the execution
of the function. All measurements were repeated several times to
minimize the effect of variability and to confirm consistency across
runs. The formula is used for all three tiny IoT devices in the project
to easily compare the results. Therefore, we measure the average
current and voltage supplied, as the power can be calculated using
the formula P = V x I. Then we multiply these values by the execu-
tion time to determine the energy consumption. In this context, the
Power Profiler Kit IT [18], also known as PPK2, is used to measure
the power consumption of all three devices. PPK2 is a stand-alone
device capable of measuring and optionally delivering currents in
the range of sub-microamperes up to 1 ampere. It can be used with
all Nordic Development Kits (DKs) as well as with external hard-
ware. With the help of the PPK2, we can monitor the current in real
time and determine the peak current value. The PPK2 operates at a
high sampling rate, which ensures that short-term peaks in current
consumption are accurately detected. The following graph in Figure
3 shows the energy consumption of the Bubble Sort algorithm (100
integers, implemented in C) on three microcontrollers.

The native C implementation consistently has the lowest energy
consumption across all platforms. The values range from 0.06 mJ
on the Pico to 0.1 mJ on the ESP32 C6 and the nRF5340. In con-
trast, WebAssembly runtimes have a significantly higher energy
consumption. On the Raspberry Pi Pico, wasm3 consumed 3.11
m]. On the ESP32 C6, wasm3 consumed 1.12 mJ, while WAMR
consumed 2.96 mJ. On the nRF5340, only WAMR was supported
and the energy consumption was measured at 2.82 mJ. The WAMR
runtime shows a relatively constant energy consumption on both
the ESP32 C6 and the nRF5340 (2.96 m] and 2.82 mJ respectively),
indicating stable behavior across different architectures. However,
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Figure 3: Energy consumption of devices with Bubble Sort
algorithm.

wasm3 exhibits a significant difference between the platforms. En-
ergy consumption drops significantly from the Pico (3.11 m]J) to
the ESP32 C6 (1.12 m]). This difference can be attributed to the
underlying microarchitecture or the hardware power management
features. This emphasises an important trade-off: WASM runtimes
offer cross-platform compatibility, but at the cost of higher energy
consumption on devices with limited resources.

5.2 Memory Footprint Measurement

The methods of memory footprint measurement are different for
the various devices, as they use different methods for flashing the
firmware.

5.2.1 Pico: The static memory footprint for the Pico consists
of the size of the UF2 file and the RAM usage during program
execution. The size of the UF2 file indicates the memory allocated
in the flash memory of the Pico, while the RAM usage refers to the
memory required by the program while running. First, the source
code is compiled to create a UF2 binary file for flashing the firmware
to the Pico. The size of the UF2 file, which represents the static
memory in the microcontroller’s flash memory, is recorded. During
program execution, RAM usage is monitored using profiling tools
or development environment utilities. The maximum RAM usage
is recorded in order to determine the maximum dynamic memory
requirement.

5.2.2 ESP32 C6: The IDF toolchains include the ‘idf.py size‘ com-
mand, which provides a comprehensive summary of memory usage
that includes the dimensions of text and data sections. Therefore,
this command can be used directly to quantify the memory require-
ments of the project.

5.2.3 nRF5340: Upon completion of the project build, Zephyr
displays a detailed summary of the project’s memory usage. For
the purposes of this study, which requires an assessment of static
memory usage, the cumulative total of FLASH and RAM regions
utilized is considered. This comprehensive measurement includes
all allocated memory segments and provides a clear and precise
evaluation of the memory resources consumed by the project.
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Figure 4: Memory footprint of devices with Bubble Sort
algorithm.

The memory footprint comparison across platforms for the 100-
integer bubble sort task shows consistent trends in runtime mem-
ory requirements. The native implementations occupy the smallest
amount of memory on all three devices, confirming their minimal
overhead. Among the WebAssembly runtimes, WAMR consistently
shows the highest memory consumption, with values of about 279
KB on the Pico, almost 480 KB on the ESP32 C6, and 298 KB on the
nRF5340. This high consumption reflects the additional memory
required to manage the WASM environment and the runtime ab-
straction layers. In contrast, wasm3 has a more compact memory
profile, especially on the Pico (about 134 KB) and the ESP32 C6 (156
KB), and is not available on the nRF5340 in this test. The relatively
smaller gap between wasm3 and native code suggests that it may be
a more memory-efficient choice for constrained systems, although
it is still significantly heavier than native execution.

5.3 Execution Time Measurement

The execution time measured refers to the time required by the
benchmark algorithms for their execution. For WASM code, it is
defined as the interval between the start of the execution of the
function by the WASM runtime environment and the termination
of the function. For native code, the execution time is measured
from the time the function is executed until it is completed. In
addition, different IoT devices and WASM runtimes have different
libraries. Therefore, each device uses its own method to measure
the execution time. The comparison of execution times for the 100-
integer bubble sort algorithm on the Pico, ESP32 C6, and nRF5340
platforms is visible in Figure 5.

The native code achieves the fastest execution times on all de-
vices: 611.75 ps (Pico), 577.5 ps (ESP32 C6), and 864.06 ps (nRF5340),
demonstrating the advantage of running directly on the hardware
with minimal overhead. WASM runtimes, while naturally intro-
ducing some overhead due to their abstraction layer, demonstrate
encouraging performance given their runtime features and flexibil-
ity. Wasm3 consistently delivers solid execution times, for example,
6,358 ps on the ESP32 C6 compared to 577.5 ps natively, making it
a practical choice when balancing performance and runtime func-
tionality. While WAMR has higher execution times (e.g., 29,475 ps
on Pico), it offers a rich feature set and supports a wider range of
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Figure 5: Execution time of devices with Bubble Sort
algorithm.

development scenarios, making it a good choice for more complex
or modular applications.

5.4 Discussion

Although native execution consistently outperforms WASM run-
times in raw speed and energy efficiency, the results highlight
several scenarios in which WASM offers distinct advantages for
IoT systems. These advantages lie mainly in portability, safety, and
maintainability across heterogeneous devices rather than pure per-
formance.

In heterogeneous IoT deployments, devices often differ in ar-
chitecture and operating systems, complicating firmware updates
and maintenance. WASM miitigates this by providing a portable,
architecture-independent execution layer that allows the same byte-
code to run on multiple platforms with minimal modification. This
feature simplifies over-the-air (OTA) updates and enables uniform
code deployment across diverse hardware. Moreover, WASM’s sand-
boxed execution model isolates untrusted code, improving security
for devices that must execute third-party or dynamically loaded
modules, such as industrial gateways or shared sensor nodes. Its
modularity also allows IoT gateways to dynamically load or update
functionalities without reflashing firmware, supporting adaptive
and long-lived systems.

The comparative analysis of runtimes shows that wasm3 and
WAMR serve complementary purposes. wasm3 is a lightweight
interpreter optimized for constrained environments, offering fast
startup, low memory usage, and predictable behavior. These quali-
ties make it ideal for simple, battery-powered end devices or control
tasks where deterministic execution and minimal footprint are crit-
ical [11]. In contrast, WAMR provides a richer feature set, AOT and
JIT compilation, multi-threading, and integration with operating
systems like Zephyr [19]. These capabilities make WAMR better
suited for edge or gateway devices that can leverage runtime ex-
tensibility and partial compilation to improve performance despite
higher overhead. However, this study focused exclusively on the
interpretation mode for both runtimes, which reflects the opera-
tional reality of highly resource-constrained IoT hardware. The
omission of JIT and AOT execution modes represents a limitation,
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as these approaches can substantially improve performance and
reduce energy consumption in more capable devices.

Finally, wasm3 prioritizes minimalism and efficiency for resource-
limited devices, while WAMR emphasizes flexibility and integration
for more capable embedded systems. Although both runtimes trail
native execution in raw performance, their security, portability, and
maintainability make them strong candidates for scalable, cross-
platform IoT development.

6 Conclusion

The experimental results show a consistent trend: native implemen-
tations outperform WASM on key performance metrics, including
execution time, energy consumption and often memory usage. How-
ever, performance varied significantly between WASM runtimes.
Lighter-weight runtimes, such as wasm3, generally executed al-
gorithms faster and with a lower memory footprint than heavier
runtimes such as WAMR. These differences illustrate how runtime
design and optimization significantly affect efficiency, especially on
resource-constrained hardware. While certain platforms struggled
to run WASM due to limited memory capacities or slower process-
ing capabilities, others proved to be more powerful and better sup-
ported. Devices with larger memory capacity and broader runtime
compatibility were generally better suited for WASM deployment,
especially for more complex or memory-intensive applications.

Despite its current limitations in performance and energy ef-
ficiency, WASM remains a compelling option in scenarios where
portability, security and cross-platform development are priori-
ties. For applications where resource conservation or low-latency
execution is critical, native code remains the preferred approach.
However, as WASM runtimes continue to mature and embedded
hardware evolves, the trade-offs become more favorable. This study
concludes that while WASM is not yet a complete replacement
for native execution in constrained environments, it is an increas-
ingly practical solution, especially when development flexibility
and platform independence are desired. These findings can also
guide developers in selecting the most suitable WASM runtime for
their specific hardware and application requirements, balancing
efficiency, memory usage, and feature support.

Future work will explore a broader range of WASM runtimes to
better assess their suitability for diverse IoT use cases, especially
as the technology continues to mature. This includes evaluating
additional classes of resource-constrained devices to gain deeper
insight into the practical challenges of deploying and executing
WASM in such environments. Future studies should also conduct
a systematic comparison of interpreted, AOT, and JIT execution
modes to quantify their respective trade-offs in execution speed,
memory footprint, and power efficiency under varying IoT work-
loads. Another promising direction is the integration of real-time
operating systems (RTOS) with WASM, which could enable more
responsive and capable embedded applications. As both WASM
runtimes and embedded hardware continue to evolve, these efforts
will help clarify the role of WASM in the next generation of IoT
systems.
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Abstract

WebAssembly (Wasm) is a binary instruction format that enables
portable, sandboxed, and near-native execution across heteroge-
neous platforms, making it well-suited for serverless workflow
execution on browsers, edge nodes, and cloud servers. However, its
performance and stability depend heavily on factors such as startup
overhead, runtime execution model (e.g., Ahead-of-Time (AOT) and
Just-in-Time (JIT) compilation), and resource variability across de-
ployment contexts. This paper evaluates a Wasm-based serverless
workflow executed consistently from the browser to edge and cloud
instances. The setup uses wasm32-wasi modules: in the browser,
execution occurs within a web worker, while on Edge and Cloud,
an HTTP shim streams frames to the Wasm runtime. We measure
cold- and warm-start latency, per-step delays, workflow makespan,
throughput, and CPU/memory utilization to capture the end-to-end
behavior across environments. Results show that AOT compilation
and instance warming substantially reduce startup latency. For
workflows with small payloads, the browser achieves competitive
performance owing to fully in-memory data exchanges. In contrast,
as payloads grow, the workflow transitions into a compute- and
memory-intensive phase where AOT execution on edge and cloud
nodes distinctly surpasses browser performance.

CCS Concepts

« Computing methodologies — Distributed algorithms.

Keywords

Serverless Computing, Workflow, WebAssembly, Edge Computing,
Browser-Edge-Cloud Continuum.

1 Introduction

In the serverless paradigm, providers manage the scalability, place-
ment, and lifecycle of short-lived, event-driven functions. While
this abstraction significantly reduces the operational overhead for
developers, it exposes drawbacks, including cold starts, queue la-
tency, performance variability, and cost unpredictability [6]. Opti-
mizing these aspects requires consistent measurement methodolo-
gies across the computing continuum, i.e., browsers, edge instances,
and cloud servers [7]. Recent works have analyzed the causes of cold

This work is licensed under a Creative Commons Attribution Inter-
national 4.0 License.
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starts, offering a deeper understanding of their cost implications and
underscoring the need for rigorous comparative evaluations [9].

WebAssembly (Wasm), with its compact bytecode, fast validation
and instantiation, and strong sandboxed isolation, serves as a uni-
fying execution substrate across the computing continuum [5, 20].
Recent advancements, such as the maturation of runtimes and the
standardization of the WebAssembly System Interface (WASI) !, have
brought the “compile once, run anywhere” paradigm closer to reality.
In practice, the same Wasm artifact (i.e., a compiled and portable
binary module) can be executed across diverse contexts without
modification, offering two key benefits: (i) methodological compa-
rability and (ii) a simplified software supply chain with uniform
packaging and minimal system dependencies.

Recent studies confirm the competitiveness of Wasm compared
to solutions like containers and Function-as-a-Service (FaaS) plat-
forms, particularly under resource-constrained conditions [3]. How-
ever, trade-offs remain in terms of startup latency and memory foot-
print, indicating that Wasm’s advantages are not uniform across all
deployment contexts. Comparisons between x86 and ARM architec-
tures further demonstrate the growing maturity of this technology
while revealing runtime variations with practical implications for
system design and development choices [11]. Nevertheless, exist-
ing evaluations are restricted to a single environment or micro-
benchmark, offering limited insight into the comparison of end-to-
end latency (i.e., function cold/warm behavior, function execution
and communication time, and workflow makespan) for realistic
application workflows.

To our knowledge, no unified methodological work has yet exe-
cuted the same Wasm-based workflow across browsers, edge nodes,
and cloud platforms using consistent and homogeneous metrics.
Thus, this paper presents a comparative analysis of serverless work-
flows implemented in Wasm and executed across three distinct
environments: the browser, the edge, and the cloud. The entire eval-
uation is performed under a unified experimental setup, ensuring
methodological consistency and enabling a fair, cross-environment
comparison of performance and resource efficiency. The results of
this analysis provide practical guidance for making informed orches-
tration decisions (e.g., function placement) in serverless workflows.
The key contributions of this paper are:

Uhttps://wasi.dev
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o)

we implement a serverless workflow in Wasm, exposing

WAST interfaces compatible with three environments, browser,

edge, and cloud;

we isolate the effects of the execution environment and
quantify workflow performance on cold and warm starts,
function makespan and workflow makespan, throughput,
and resource utilization (CPU, memory);

we compare the performance of ahead-of-time (AOT) and
just-in-time (JIT) as compilation strategies, along with a
pre-warming method, to evaluate their impact within each
environment.

(ii)

(iii)

This paper has six sections: Section 2 summarizes the background
and related work on Wasm, serverless computing, workflow pro-
cessing, and cold start latency reduction. Section 3 describes the
strategy adopted for browsers, edge instances and cloud servers.
Section 4 explains our evaluation setup before describing the exper-
imental results in Section 5. Section 6 finally concludes the paper.

2 Related Work

This section reviews related work in three main areas: Wasm as
an execution substrate for serverless platforms, serverless work-
flow orchestration strategies, and cold-start mitigation and cost
modeling in serverless systems.

2.1 'Wasm as a serverless execution substrate

Recent measurements show that Wasm can serve as a competi-
tive alternative to, or an integration layer with, containers [17].
However, its maturity and compatibility still vary across runtime
implementations and their integration with the underlying exe-
cution environment [12]. Systematic comparison of Wasm run-
times ranks standalone and browser-integrated executors across
execution models, interpreter, just-in-time (JIT), and ahead-of-time
(AOT) compilation, as well as system interfaces and security as-
pects, highlighting significant differences in initialization latency
and throughput [21]. These findings guide the selection of runtimes
and configuration options, such as AOT and JIT compilation modes,
as well as caching strategies evaluated in our experiments.

On the edge side, benchmarks show that Wasm-based server-
less platforms can achieve reduced startup times and competitive
efficiency profiles compared to widely used container-based so-
lutions [14]. However, methodological differences in workloads,
metrics, and network configurations across studies highlight the
need for a homogeneous measurement protocol [3]. In parallel,
recent analyses show the maturation of client-side, in-browser
execution [2, 15]. While Wasm offers advantages in portability
and time-to-use for scientific computing, it remains constrained
by limited tooling and restricted system access [16]. Furthermore,
in-browser large language model (LLM) inference systems demon-
strate that compute-intensive operations can be executed directly
on the client using WebGPU for acceleration and Wasm for CPU-
bound computation, achieving near-native performance on the
same hardware [1, 19].

2.2 Serverless workflow orchestration strategies

On the other hand, existing research on serverless workflow orches-
tration investigates the effects of placement strategies on workflow

Copyright (©) 2025 The author(s).

37

Mario Colosi, Reza Farahani, Lauri Loven, Radu Prodan, Massimo Villari.

makespan and resource consumption [7, 8, 18]. Edge resource al-
location mechanisms using serverless platforms typically employ
formalized policies derived from observable runtime metrics [13],
making placement decisions repeatable and reproducible by third
parties under identical inputs and configurations. The comparative
work of centralized and distributed orchestration approaches has
demonstrated that the underlying architecture significantly influ-
ences workflow completion times and performance variability [4].
A recurring observation across these works is the necessity of em-
pirical characterization of behaviors, such as cold and warm start
patterns, queuing latency, and resource footprint—supported by
homogeneous benchmarking. Therefore, without such standardized
measurements, transferring placement strategies across heteroge-
neous environments becomes unreliable. These insights motivate
our focus on comparable measurements of the same workflow exe-
cuted in the browser, at the edge, and in the cloud.

2.3 Cold-start and cost management

One of the key factors in serverless computing is the cold start, refer-
ring to the additional latency that occurs when a function invoked
without an already warm instance available [6]. This forces the
platform to provision a new sandbox environment (e.g., microVM
or container), load and initialize the runtime along with its depen-
dencies, and bring the function code to a ready-to-execute state.
For Wasm, this process includes module validation, compilation,
and instantiation. However, recent work [9] shows that although
cold start can sometimes dominate end-to-end latency in certain
production workloads, many functions are not latency-sensitive.
Consequently, the authors argue that serverless systems should be
evaluated and designed with a broader perspective, considering
not only startup latency but also predictability, throughput, and
resource efficiency. With respect to cost, recent work [10] inves-
tigates how pricing models, billing granularity, and data egress
fees affect the total cost of serverless applications. These works
introduce parameterized evaluation methodologies that facilitate
normalized comparisons across providers, yet require workload
and runtime measurements for proper calibration.

2.4 Contributions beyond the state-of-the-art

Prior works evaluated Wasm runtimes, serverless orchestration,
and cold-start behaviors largely in isolation, focusing on a single
environment (browser, edge, or cloud) or on micro-benchmarks. To
our knowledge, no unified, cross-environment work has executed
the same Wasm-based workflow across these three layers under
a common experimental setup and set of metrics. This paper in-
stead provides an end-to-end comparison of Wasm-based serverless
workflows executed in the browser, at the edge, and in the cloud,
offering new insights into how runtime configurations (AOT, JIT)
and environmental factors jointly affect performance and resource
efficiency across the computing continuum.

3 Experimental Design

This section explains how we evaluate the impact of the execution
environment (browser, edge, and cloud instances), on the perfor-
mance of Wasm-based serverless workflows under a consistent
measurement setup.
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Figure 1: High-level execution pipeline of the serverless
workflow across browser, edge, and cloud environments.

Workflow artifacts: We model the application as a directed acyclic
graph (DAG), where each node represents a Wasm module with
explicit input/output interfaces. The same artifacts are executed
across all environments, allowing us to attribute observed perfor-
mance differences solely to environmental factors rather than to
code or packaging variations.

Workflow orchestrator: We developed an external component that
serves as a workflow orchestrator, interpreting the DAG and trig-
gering each task according to its structure (e.g., sequence, fan-out,
and fan-in). Each task’s output is passed as input to its succes-
sors, ensuring that tasks remain isolated and do not invoke one
another directly. This design preserves identical flow control across
all three environments. The orchestrator also records timing and
resource utilization metrics, enabling consistent and comparable
measurements across experiments. The orchestrator runs in a con-
trol environment isolated from the workflow Wasm executors to
prevent interference. In the browser setup, it is co-located on the
same machine but runs in a separate process, communicating via a
loopback WebSocket with a harness page that forwards messages to
the Web Worker. The Web Worker executes the workflow tasks in
a separate thread. At the edge, the orchestrator runs on a different
machine within the same LAN as the executor node and invokes
tasks through a lightweight HTTP shim co-located with the Wasm
runtime. In the cloud configuration, it runs on a virtual machine
(VM) in the same region, using the same HTTP shim interface to
trigger executions. Fig 1 illustrates the resulting high-level software
architecture.

Metrics and data collection We organize the collected metrics into
two complementary perspectives for evaluating application perfor-
mance. The first captures end-to-end workflow behavior and results,
while the second focuses on resource utilization and runtime-level
effects within the platform:

(i) User-level metrics:

o Cold start: invocation without an existing warm instance,
requiring sandbox provisioning (e.g., container), artifact
loading, runtime initialization, and dependency setup;

o Warm start: served by an already initialized instance with-
out reloading or reinitialization;

o Function Latency: Start/end timestamps per step;

o Workflow makespan: total elapsed time from acquiring the
first step’s input to producing the final output, including
internal queuing and inter-step data transfers.

(ii) System-level metrics:
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o Throughput: number of completed workflow invocations
per unit time under steady-state conditions with fixed con-
currency;

e Overhead and resources: CPU (average and peak utiliza-
tion), memory (RSS and peak), I/O activity, and artifact size
(Wasm binary and AOT cache), with the sampling period
and measurement tools specified.

Analysis and reproducibility: We adopt a robust statistical analy-
sis, reporting median, 25th/75th percentiles (p25/p75), interquartile
range (IQR), and, where applicable, 95 % confidence intervals for
key performance indicators. To ensure fair comparisons, we ex-
plicitly specify the varying factors between measurements (e.g.,
execution environment or ablation parameters) while keeping all
other parameters constant. In addition, reproducibility is guaran-
teed through strict artifact versioning, fixed runtime configurations,
and deterministic random seeds.

4 Evaluation Setup

This section explains how we executed experiments across browsers,
edge, and cloud instances under identical conditions, i.e., Wasm ar-
tifact, invocation Application Binary Interface (ABI), and workflow
orchestrator. To accommodate browser constraints, the workflow
is designed to operate without file-system access. The ABI remains
identical across all environments; only the transport mechanism
differs: WebSocket with postMessage in the browser, and HTTP
multipart/form-data at the edge and in the cloud instances.

Each workflow task is implemented in Rust and compiled into
Wasm modules using the same toolchain (Rust — wasm32-wasi),
allowing AOT and JIT compilation to be toggled as ablation pa-
rameters. All builds and corresponding module images are version-
controlled via commit hashes or container digests for reproducibil-
ity. Compilation flags and enabled Wasm features are kept identical
across the environments for consistent execution behavior.

4.1 Workflow

We evaluate a serverless workflow, modeled as a DAG with (N = 5)
functions and fan-out/fan-in (fout, fin) = (4, 4), as shown in Fig. 2.
As mentioned, each step is implemented in Rust and compiled to
wasm32-wasi modules that exchange data frames encoded in the
Concise Binary Object Representation (CBOR) format entirely in
memory. The workflow processes deterministic synthetic payloads
(generated with a fixed seed) in three input sizes: ssma = 16 KiB,
Smedium = 1 MiB, Sjarge = 4 MiB. The workflow functions are:

(S1) Ingest&Deserialize (serialization-bound): decodes the CBOR
frame in memory buffer, validates the schema, and cal-
culates a CRC32 of the input for a quick integrity check.
Complexity cost: O(n).

Preprocess (memory-bound): applies normalization and a
scan over the buffer (sliding window, clamp, type conver-
sion u8—132); the output is a buffer of the same size. Com-
plexity cost: O(n);

Map (CPU-bound, fan-out=4): divides the buffer into four
blocks and processes them in parallel with a blocked dense
matrix multiplication. Complexity cost: O(d°), with d =

s/4;

(S2)

(S3)
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(S4) Reduce (serialization-bound, fan-in=4): aggregates the four
results (sum/concatenation according to the scheme) into
a single block and calculates a partial digest (BLAKE3) for
verification. Complexity cost: O(n);

Serialize&Finalize (serialization-bound): recodes the final
output in CBOR and produces the final digest (BLAKE3)
to be compared with the expected value. Complexity cost:

O(n).

(S5)

CPU kernel sizing (S3). The size of the matrix multiplication is
derived from the payload:

64 if s = Sgman (= 64% - 4B =~ 16 KiB),

512 if' S = Spmedium (* 5122 - 4B ~ 1 MiB),
1024 if s = Sjgrge (= 1024% - 4B =~ 4 MiB).

d(s) =

Each S3[k] processes a separate block in parallel (fan-out = 4); S4
combines the results.

4.2 Platforms, Runtimes, and Tooling

To ensure consistency across browsers, edges, and clouds, we use
the same Wasm artifact (target wasm32-wasi, identical toolchain
and flags) and fix runtime versions and configurations. The invo-
cation details are described in Section 4.3; here we summarize the
platforms, runtimes, and tools used. Table 1 lists, for each environ-
ment, hardware/OS, runtime/browser versions, Wasm flags, and
resource limits.

Browser host. The machine running the browser is an Ubuntu
24.04 LTS workstation with an Intel® Core i7-8700K (6 cores, 12
threads, 3.70 GHz) and 16 GiB RAM. We use Mozilla Firefox 143.0.4
(64-bit, Snap for Ubuntu), with WebAssembly SIMD enabled. The
workflow is executed in a Web Worker, while the orchestrator runs
in a separate process on the same machine and communicates via
loopback WebSocket with a harness page.

Edge Node. The edge runs the same module inside a minimal
OCI/Docker container with WasmEdge v0.13.5. The host is Ubuntu
24.04 LTS (linux/armé64) with Docker Engine 28.5.1 (cgroups v2);
resources are capped via container limits (-—cpus 4, -—memory 4).
Wasm features (SIMD) are aligned with the browser; warm state
is achieved through a pool of pre-initialized instances, while cold
state is forced by resetting the pool. No disk I/O in the workflow;
messages pass through memory to the executor.
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Cloud VM. We replicate the edge setup on a linux/amd64 VM co-
located with the orchestrator (same region): 4 vCPU, 24 GiB RAM,
Ubuntu 24.04; container runtime Docker Engine 28.5.1 (containerd
v1.7.28, runc 1.3.0). The Wasm executor is WasmEdge v0.13.5, with
the same toolchain configuration as on the edge. Resource limits
and cold/warm policies are identical to edge to make the results
comparable. Again, the workflow does not access the file system;
orchestration uses in-memory messages.

4.3 Execution Environments

We adopt a unified invocation ABI for all environments. Each task
receives a request frame using CBOR serialization for metadata
fields. On edge/cloud, large binary payloads are transmitted sepa-
rately via HT TP multipart/form-data to avoid a base64 or similar
encoding overhead within the CBOR envelope. This hybrid ap-
proach maintains protocol type safety while supporting payloads
up to several megabytes without buffer overflow issues. The mini-
mum structure of exchanged messages is as follows:

e request: {op:"invoke", step_id, run_id, payload}
e response: {op:"result", status, payload[, error]}

The orchestrator sends/waits for these frames and correlates the
measurements via run_id. Since we do not use the file system in
the workflow, input/output travels as buffers in memory.

Browser. The orchestrator communicates with a harness page
via WebSocket. The page forwards the frames to the Web Worker
with transferable ArrayBuffer postMessage and sends the Web
Worker’s response back to the orchestrator. Cold start: new Web
Worker instance and cache/Service Worker invalidation; warm start:
Web Worker and module already compiled remain alive. Times-
tamps are collected with performance.now().

Edge. The orchestrator invokes a minimal HTTP endpoint on
the edge node: POST /invoke (CBOR binary body). A shim in the
container delivers the frame to the Wasm executor (WasmEdge)
via pipe/IPC and returns the response frame. Cold start: one-shot
mode; warm start: pool of pre-initialized instances.

Cloud. Same edge pipeline on VM/container in the same region
as the orchestrator: POST /invoke (CBOR binary body, HTTP/1.1)
and same cold/warm behavior as above. Timestamps are recorded
with a monotonic clock (Rust Instant) and the shim returns a
CBOR response including the phase breakdown (load, compile,
instantiate, init, execute), total latency, and best-effort CPU/RSS
samples collected from /proc.

4.4 Measurement Protocol

In the experiments, we use a mixed set of micro and macro work-
loads. The micro workloads include: (i) CPU-bound (e.g., matmul)
with synthetic payloads of size (Ssmall: Smedium, Starge); (ii) memory-
bound (allocation/scan); (iii) serialization-bound (CBOR « in—-mem-
ory). The macro workflow is a DAG with (N steps, fan-out/fan-in
(fout fin), and explicit I/O scheme; for each step, we specify the
format and expected size of input/output.

The measurements of latency, cold/warm behavior, and through-
put are performed in a closed-loop configuration. Each configu-
ration (environment X payload X mode ablation) is repeated k
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Table 1: Platforms and runtimes.

Env. Host / Instance CPU RAM OS Browser/Container ‘Wasm Runtime

Browser Workstation (linux/amd64) 6 cores 16GiB Ubuntu24.04 Firefox143.0.4 Firefox WebAssembly engine (SpiderMonkey)
Edge RaspberryPi4 (linux/armé4) 4 cores 4GiB  Ubuntu24.04 Docker28.5.1 (cgroups v2) WasmEdgev@.13.5

Cloud VM (1inux/amd64) 4 vCPU 24GiB Ubuntu24.04 Docker 28.5.1 WasmEdge v@.13.5

Wasm features: WASI previewl (edge/cloud; JS shim, subset in browser); SIMD on; Threads on.
Resource limits: Edge/Cloud via cgroups (-—cpus, -—memory); Browser via Web Worker isolation.

Table 2: Artifact sizes comparison between WASM modules
and their AOT compiled outputs.

Step Size WASM Size AOT Size
Module (MB) Artifact (MB) Increase
S1 0.152 0.342 +125%
S2 0.135 0.317 +135%
S3 0.141 0.322 +128%
S4 0.151 0.354 + 134%
S5 0.153 0.360 +135%

times (k = 20 with randomized order, separate warm-up, and fixed
seed. Timestamps are collected with monotonic clocks (browser:
performance.now(); edge/cloud: high-resolution clock) and corre-
lated via trace-id/span-id; we record: cold-start breakdown (load —
compile/AOT-load — instantiate — init — run), per-step and
end-to-end latencies, workflow makespan, throughput, CPU (aver-
age/peak), and memory (RSS/peak).

Outlier, retry, and exclusions follow predefined rules: we discard
a run if the monitor detects abnormal conditions; for valid samples,
we apply an outlier filter based on 1.5 X IQR.

5 Experimental Results

In this section, we present the experimental results obtained by run-
ning the same WebAssembly workflow separately in the browser,
edge, and cloud. The analyses are organized along two comple-
mentary perspectives: User-Perceived Performance and System-Level
Metrics. The results are aggregated over k repetitions.

Before discussing performance, we quantify the size of the ar-
tifacts. Table 2 compares, for each workflow module, the size of
the Wasm bytecode and that of the AOT (precompiled) output, also
reporting the AOT/Wasm percentage increase; this provides the
context for interpreting the benefits observed in cold tests with
AOT and for estimating the impact of deployment in the three
environments.

5.1 User-Perceived Performance

We analyze the application’s performance that directly impacts
the user experience, using three predefined metrics: (i) cold/warm
startup times, (ii) latencies per workflow step, and (iii) end-to-end
makespan.

Cold and warm startup. As shown in Figure 3, warm starts are
faster than cold starts in all environments, although this gap is less
pronounced in browsers. The use of AOT, which is only applicable
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Figure 3: Cold vs Warm startup times.

on edge/cloud, significantly reduces the amount of time spent on
compilation/validation in cold tests. The browser shows particularly
low warm start times, benefiting from compilation/instance already
residing in the Worker; edge shows the highest cost in cold JIT,
while cloud ranks in the middle with slightly lower variability.

Function latency. We run the workflow with a warm profile and
1MiB as payload size and collect the start/end timestamps for each
step (S1-S5). In Figure 4 we represent the distributions with box-
plots on a logarithmic scale: box = IQR (p25-p75), center line =
median; whisker = 1.5xIQR; outliers shown explicitly. The browser
performs better on S3-S4-S5 (lower medians and narrower IQRs),
thanks to in-memory execution and lower orchestration/IPC over-
head. On S1-S2, it ranks between edge and cloud: the overhead of
(de)serialization and the Worker-main thread transition (postMes-
sage/buffer transfer) make it less advantageous for the browser,
while edge/cloud runtimes with optimized containers and I/O pipes
mitigate the cost of these steps. In summary, when computation or
aggregation prevails (S3-S4-S5), the browser is competitive; when
(de)serialization dominates (S1-S2), the advantage diminishes.

Workflow makespan. We measure the time S1—S5 (including
queues and transfers) in warm mode by varying the payload size
and the JIT/AOT mode. In Figure 5, we observe a clear reversal
as the payload increases: with small sizes, the browser (JIT) is of-
ten faster because the startup cost is minimal, everything happens
in-memory, and Worker orchestration has little impact. Moving
to medium/large sizes, the makespan becomes compute/memory-
bound: the startup cost is amortized and memory bandwidth, cache,
and code quality prevail; here, AOT configurations on edge/cloud
are faster and more stable. In particular, edge AOT tends to emerge
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Figure 5: Workflow makespan.

when the load is markedly numerical, while the browser’s advan-
tage diminishes until it reverses. In all cases, warm and AOT im-
prove predictability and end-to-end times, with more pronounced
effects as size increases.

5.2 System-Level Metrics

This section observes the platform’s behavior under load, com-
plementing user-facing metrics. We consider sustainable capacity
(throughput) and resource usage profile (CPU/RSS), measured with
the same experimental setup.

Throughput. A new invocation is issued upon completion of
the previous one, so that the reported value corresponds to the
inverse of the average completion time. Figure 6 shows results con-
sistent with those for makespan. With 16 KiB, the browser (JIT)
prevails: lightweight invocations, in-memory exchanges, and re-
duced startup costs allow for tens of requests per second. At 1 MiB
and 4 MiB, the compute/memory-bound effect emerges: the initial
overhead is amortized, and AOT configurations on edge/cloud out-
perform the browser due to the elimination of JIT compilation and
more favorable CPU/memory-bandwidth/cache.
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Resource usage. We sample the CPU (average/peak) and mem-
ory (average/peak RSS) of the executor process, with a sampling
interval of 20 ms on edge/cloud (readings from /proc) and 20 ms
in the browser. In the browser, CPU is obtained by recording a
Performance session from in-browser DevTools and aggregating
the profile samples; the same tools on the Web Worker side es-
timate memory. As shown in Figure 7, CPU usage is high in all
environments (indicating computational bottlenecks), with average
values slightly lower on the edge than in the cloud and browser.
Memory usage differs more significantly: the browser has higher av-
erage/peak RSS (JS engine stack, Worker, GC management), while
the cloud and edge remain more compact thanks to the native Wasm
runtime and the absence of browser components.

6 Conclusion

We presented a comparative analysis of the execution of the same
serverless workflow in browsers, edge, and cloud, keeping Wasm
and ABI artifacts unchanged. The results indicate that warm and
AOT significantly reduce startup times and variability. The browser
is competitive on small loads and on steps dominated by orches-
tration/aggregation, while edge/cloud in AOT prevail with increas-
ing payloads when the regime becomes compute/memory-bound.
Makespan and throughput consistently reflect these trends, and
CPU/RSS profiles explain the differences. This evidence should
be interpreted within the scope of the setup (runtimes, hardware,
browser, workload) and does not claim to be generalizable beyond
the experiment.
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ABSTRACT

Real-time traffic monitoring in smart cities demands ultra-low la-
tency processing to support time-critical decisions such as incident
detection and congestion management. While cloud-based solu-
tions offer robust computation, their inherent latency limits their
applicability for such tasks. This work proposes a localized edge
Al framework that connects low-power IoT camera sensors to a
client, or applies offloading of inference to an NVIDIA Jetson Nano
(GPU). Networking is achieved via Wi-Fi, enabling image classifi-
cation without relying on wide-area infrastructure such as 5G, or
wired networks. We evaluate two processing strategies: local infer-
ence on camera nodes and GPU-accelerated offloading to the Jetson
Nano. We show that local processing is only feasible for lightweight
models and low frame rates, whereas offloading enables near-real-
time performance even for more complex models. These results
demonstrate the viability of cost-effective, Wi-Fi-based edge Al
deployments for latency-critical urban monitoring.

CCS CONCEPTS

+ Networks — Network performance evaluation; Network struc-
ture; Location based services; « Computing methodologies —
Distributed computing methodologies.

KEYWORDS
IoT Services, Computing Continuum, Edge Al Smart City

1 INTRODUCTION

Smart cities function as intelligent systems designed to enhance
quality of life by addressing key areas such as mobility and traffic
monitoring [1], as well as energy optimization and waste man-
agement. Among these applications of smart cities, real-time traf-
fic analysis is central in enabling timely decision-making [2] [19]
for incident detection, congestion mitigation, and adaptive signal
control. Such applications require ultra-low latency and a large
amount of compute resources to be effective [10]. While traditional
cloud-based solutions ensure substantial computational power, their
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Copyright (©) 2025 The author(s).

43

Kurt Horvath
{kurt}.{horvath}@aau.at
University of Klagenfurt

Institute of Information Technology
Klagenfurt, Austria

Stojan Kitanov
{stojan}.{kitanov}@unt.edu.mk
Mother Teresa University
Faculty of Information Sciences
Skopje, North Macedonia

inherent network latency and limited Quality of Service (QoS) guar-
antees pose significant challenges for supporting latency-critical
and real-time smart city applications.

Emerging paradigms in edge computing and artificial intelli-
gence (Al) address this challenge by bringing computation closer to
the data source [13], thereby reducing latency and bandwidth con-
sumption. However, the deployment of edge systems often assumes
the availability of low-latency communication infrastructure such
as 5G or fiber networks. These assumptions do not hold universally,
particularly in areas with limited coverage or with dense population
[10]. Wi-Fi can provide an alternative in densely populated areas
[11]. Furthermore, many urban monitoring (and smart city) needs
are inherently local, targeting specific intersections, pedestrian
zones, or parking facilities. In such cases, wide-area connectivity
may be unnecessary or even counterproductive.

This work proposes a localized edge Al framework that uses
Wi-Fi as a primary communication technology to connect low-
power IoT camera sensors with shared edge devices to offload
Al inference on vehicle classification.

Each camera node captures high-resolution images and processes
them locally using its CPU or offloads them to Nvidia Jetson Nano
nodes for GPU-accelerated inference. The design prioritizes nearby,
high-performance processing within the coverage range of a Wi-Fi
network, eliminating reliance on wide-area infrastructure.

The main contributions of this work are:

o Design and implementation of a Wi-Fi-based edge Al archi-
tecture that connects camera sensor nodes to edge devices
for real-time image classification.

e Evaluation of the feasibility of local versus offloaded Al
inference for vehicle classification in smart cities.

e Quantification of trade-offs among processing performance,
dropped frames, and inference latency in single-node de-
ployments.

This paper is organized as follows: Section 2 reviews related work
on wireless technologies for smart cities, highlighting trade-offs
between 5G and Wi-Fi in urban deployments. Section 3 presents
our system’s architecture and experimental setup. Section 4 defines
the performance metrics used in our evaluation. Section 5 reports
and discusses the results of our experiments. Section 6 discusses
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outcomes and describes challenges still needing to be adressed.
Section 7 concludes the paper.

2 RELATED WORK

Understanding the general characteristics of the edge communica-
tion and compute infrastructure is essential for supporting smart
city applications. Therefore, the work of Chen et al. [4] contributes
to understanding the role of Mobile Edge Computing (MEC) in
enabling smarter cities. The authors highlight MEC’s ability to sup-
port latency-sensitive services by placing computation close to the
data source, emphasizing leveraging 5G networks to achieve the
required bandwidth and low latency. Their architecture envisions
MEC nodes at the network edge, enabling applications such as
real-time video analytics, augmented reality, and vehicular com-
munication. However, the reliance on 5G infrastructure limits its
immediate applicability in areas without widespread 5G coverage
or where deployment costs are prohibitive.

Similarly, Garcia et al. [6] analyze wireless technology selection
for IoT deployments in smart cities, focusing on how technology
choice impacts reliability and performance. They identify over-
crowding in the 2.4 GHz ISM band due to the widespread use of Blue-
tooth, ZigBee, Wi-Fi, mobile communications, beeing a challenge
for Worldwide Interoperability for Microwave Access (WiMax),
causing interference, packet loss, and degraded performance. Their
findings suggest that technology selection must balance application-
specific requirements with interference mitigation, making Wi-Fi a
viable but context-dependent alternative to cellular-based solutions.

The work of Taleb et al. [21] provides a comprehensive review
of smart city architectures, identifying wireless technologies as
key enablers of urban IoT services. They recognize both 5G and
Wi-Fi as critical in urban deployments, noting that while 5G excels
in wide-area, high-mobility scenarios, Wi-Fi offers cost-effective
coverage for ultra-local services where infrastructure investment
must remain minimal.

Together, these studies emphasize that although 5G promises
high performance for large-scale and mobile smart city services,
Wi-Fi remains a practical alternative in local or budget-constrained
scenarios. Reflecting on the findings by Garcia [6] from 2018, shift-
ing Wi-Fi into the 5/6 Ghz band could resolve many of the problems
mentioned. This motivates our exploration of a Wi-Fi-based edge
Al framework for real-time traffic monitoring, removing the de-
pendency on wide-area infrastructure while meeting low-latency
requirements.

3 FRAMEWORK

In this section, we introduce the framework of a Smart City use
case application for performing vehicle classification directly at
the roadside, proposing a low-power, low-cost solution, and propa-
gating the information over short range to client applications via
Wi-Fi.

As depicted in Figure 1, the architecture of the framework con-
sists of three main components, client, local processing node, and
remote inference node, deployed in two different configurations op-
timized for different objectives, namely local and offloading. The
first deployment, referred to as the local deployment, involves
a node performing vehicle classification directly on the roadside

Copyright (©) 2025 The author(s).

44

Raphael Walcher, Kurt Horvath, Dragi Kimovski, and Stojan Kitanov

using a Raspberry Pi 4, which also acquires the input images. This
setup uses CPU-only inference to achieve entirely local processing.
A client device connects to the local node via Wi-Fi and requests
image classification results at regular intervals. The results include
annotated vehicle classifications in JSON format and image over-
lays (see Section 3.2), providing the most recent outcomes to the
client applications.

Local Processing Node
(Raspberry Pi 4)

Client Device

Figure 1: Overview of the system architecture

=
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@
k]
@
=
=
o
o
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fin]

Remote Inference Node
(Nvidia Jetson Nano)

In the offloading deployment, inference is performed remotely
on an edge node equipped with a GPU (NVIDIA Jetson Nano) for
acceleration. When the client requests it, the local node sends the
current image to the remote node, executing the image classification.
After processing, the client device retrieves the results from the
remote node.

This setup directly compares local (CPU-based) and offloaded
(GPU-accelerated) edge processing, quantifying the impact of CPU
and GPU inference performance in conjunction with additional
networking latency introduced by the offloading process.

3.1 Workflow

This section describes how the three main components interact in
the depicted deployment configurations. Based on the deployment
configuration, the local processing node conducts image acquisition
and inference, where the remote inference node only conducts
inference on images provided by the local processing node. The
components organize their communication through the following
messages:

Hello(Deviceld): Announces device presence to the client
Control: Comprises multiple subtypes:
— ConfigureExperiment: Declares model, operational mode,
and duration of the experiment
— ReadyToStart: Confirms model loaded and warm-up
completed
— BeginExperiment: Initiates periodic pulsing
— Shutdown: Performs orderly teardown
e Pulse(TimingMetadata): Emitted by client every At
e Frame: Conveys image F; from local to remote node
e Result: Returns inference output R; to client

Both Frame and Result messages carry the TimingMetadata
package initially sent by the Pulse. This package contains the
sequence number i of the current inference cycle, the frame number,
and a set of timestamps collected across devices.

The use of individual messages is described in the following
sections.
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3.1.1  Workflow local inference. is depicted in Figure 2 and initiated
by the client in a Setup-phase with the local processing node. In
the Setup-phase, the client awaits Hello messages from the local
processing node, then issues Control: :ConfigureExperiment to
configure the model, in the current deployment (local or offloading),
and defines run parameters (e.g., experiment duration, fixed frame
rate). The local processing node loads the model, performs a warm-
up cycle, loading the model into memory and executing a dummy
inference pass to prepare the runtime, and then replies to the client
with Control: :ReadvToStart.

Local
Processing
Node

|clent|
‘ Setup

"1 Hello(Deviceld)

2 ConfigureExperiment |

3 Warmup model

4 ReadyToStart

Run

5 BeginExperiment _|

loo| [Inference cycle (every At)] }

6 Pulse(TimingMetadata)

7 Prepare Frame

8 Run Inference

9 Result(InferenceMessage) |

Teardown

10 Shutdown |

Figure 2: workflow on local deployment configuration using
local inference

The Run-phase starts with the Control: :BeginExperiment mes-
sage indicating a new run. For each inference cycle, the client emits
aPulse message carrying a TimingMetadata package that includes
the current sequence number i. Upon receiving a Pulse, the local
processing node captures image F; from the onboard camera. The
system packs the captured frame into a Frame (F;) message.Upon
capturing, the node applies inference and returns the result to the
client as Result(R;). The client completes the workflow in the
Teardown phase by submitting the Shutdown message.

3.1.2  Workflow offloaded inference. is depicted in Figure 3, and
extends on the local inference deployment. During the Setup-
phase, the client also registers the remote inference node by await-
ing Hello and then sending the Control: :ConfigureExperiment
message. Both nodes respond with Control: :ReadyToStart.

During the Run-phase, the local processing node transmits
Frame(F;) to the remote inference node. The remote inference
node executes the model to obtain the inference result R;. The re-
mote node then returns Result (R;) to the client. This deployment
leverages GPU acceleration at the cost of network transmission
overhead, such that the total processing time includes inference
and data transfer delays.

The run continues until the configured experiment duration
has elapsed, after which the client initiates the Teardown-phase by
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Local Remote
— Processing Inference
‘ Client ‘ Node Node
Setup

|1 Hello(Deviceld)
|2 Hello(Deviceld)

3 ConfigureExperiment

4 ConfigureExperiment |

5 ReadyToStart

6 Warmup model |

| 7 ReadyToStart

Rgn
8 BeginExperiment

9 BeginExperiment |

loop / [Inference cycle (every At)]
1 10 Pulse(TimingMetadata) _|

11 Prepare Frame |

12 Frame(FrameMessage)

13 Run Inference |

14 Result( inferenceMessagé)

|
Teardown

15 Shutdown

16 Shutdown _|

Figure 3: workflow on offloading deployment configuration
applying remote inference

sending Control: : Shutdown to both nodes, thus terminating the
experiment.

3.1.3 Distributed offloading. The proposed architecture is not nec-
essarily constrained to a bijective relationship between the local
processing node N'°¢ and remote inference node N"¢". General-
izing the queueing concept N"™ to support 1 : k node relations,
where k is the number of N¢ = {ng...n;_,} share one N"¢™
node for offloading.

With the capacity queue policy (Yn € N loc Qsize = 1), each
local processing node supports only the most current frame to be
processed.

We must demand the following condition to assign n; € N°¢.

__Hm > 1

T do(n)
where pip, is the highest sustainable processing rate for model m
and Ay defines per-node frame generation rate.

3.2 Vehicle Classification using Al

In this section, we describe the purpose of the framework. Many
traffic applications widely use these existing Al models for live
traffic classification [20] [23] [16]. We also utilize YOLOv5 [12]
as object-detector. The models are trained on the COCO dataset
[14, 24] and on car, truck, bus, and motorcycle categories.
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Three model distinguished by their size: YOLOV5n (nano), YOLOv5s
(small), and YOLOv5m (medium). YOLOvV5n variant provides the low-
est latency but reduced precision, while YOLOv5m achieves higher
accuracy at greater computational cost.

This selection enables systematic evaluation on both the Local
Processing Node (CPU-only) and the Remote Inference Node (GPU-
accelerated), showing a trade-off between processing locality. In
terms of model size, their parameter counts and corresponding in-
memory weights differ substantially, about 7 MB for the nano-size
model, 29 MB for the medium, and 85 MB at FP32 precision. The
official YOLOv5 model table [12] reports the parameter counts that
we use to derive these values, applying the relation of params X
4 bytes for FP32 storage.

Figure 4 compares the outputs of YOLOv5n and YOLOv5m on iden-
tical frames. Both models detect multiple vehicles, but they also
misclassify some objects. For instance, they identify roadside electri-
cal boxes as cars, and in the case of YOLOv5m, they also misclassify
traffic lights as pedestrians, as highlighted in red in Figures 4a, 4c,
and 4e. YOLOv5n further fails to detect larger objects such as the
truck and excavator (highlighted in blue; Figure 4e), whereas the
medium variant succeeds in recognizing them and generally identi-
fies more vehicles overall. These examples illustrate the trade-off
between accuracy and model size [17]. Smaller models are compu-
tationally efficient but prone to missed detections (Figure 4a), while
larger models achieve broader coverage at the expense of higher
computational cost (Figure 4f).

(e) Frame 10614; YOLOV5n

(f) Frame 10614; YOLOV5m

Figure 4: comparison of YOLOv5n and YOLOv5m on frames from
the multi-view traffic intersection dataset [18]
3.3 Implementation

The solution implements a distributed edge computing architec-
ture with four main software components implemented in Rust
and Python. The code applies the actual inference in Python. The
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complete implementation is available on GitHub on our rust-traffic-
watch repository?

The implementation supports automated benchmarking across
multiple AI model variants (YOLOv5n/s/m), configurable frame
rates (1-15 frames per second), and supports local- and offloading
deployment configurations established in the following software
components:

o Controller: Orchestrates experiments, coordinates device
communication, and collects performance metrics across
all distributed nodes

o Pi Sender: Captures frames and performs local PyTorch
inference or forwards data for offloading to remote compute
nodes

e Jetson Receiver: Provides accelerated TensorRT inference
for offloaded workloads with optimized GPU utilization

e Shared Library: Common networking protocols, binary
serialization, and type definitions for inter-device commu-
nication

All experiments generate detailed CSV logs containing end-to-
end latency, processing overhead, network latency, and detection
accuracy metrics for reproducible analysis across 24 configurations.

3.3.1 Hierarchical Time Measurement. Accurate time measurements
across distributed computing nodes always present difficulties since
clocks tend not to be fully synchronized. This paragraph describes
the method we use to avoid this problem.

We measure time hierarchically across nodes N' = {N¢, Np, N},
where N is the client, Np a local processing node, and Ny a remote
inference node triggered by Nj,. Each node N; maintains a local
clock. The client N¢ initializes the ordered timestamp structure 7~
(TimingMetadata):

T =(t1,...,tn),
During execution, Nj appends timestamps for local processing and
triggers N, which appends inference timestamps. We compare only
timestamps acquired from the same local clock to avoid aligning

the local clocks (Ce, Cp, Cy). So we define a duration between to
moments 7,4, 75, on node N; as

AT;(ta, tp) = Ci(1p) — Ci(1a),
with t, = Ci(74) and t5, = C;(1p). A valid duration requires:
ATi(tg, tp) onlyif tgt, « Cj
i.e. to calculate the duration of a run is calculated as follows:
tstart = Ce(Tstart),
tend = Ce(Tend)s
ATrun = tend — tstart-

4 EVALUATION DESIGN

In our evaluation, we systematically vary the capture frame rate
CFR from 1 to 15 frames per second (FPS) and measure the impact
of different inference models on total processing time, accuracy,
and system responsiveness. These parameters allow us to analyze
trade-offs between computation location, network usage, and clas-
sification performance, providing insights into the design of smart

Uhttps://github.com/rawalcher/rust-traffic-watch
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city edge Al systems, considering the two different implementations
of the vehicle classification smart city application.

4.1 Evaluation Metrics

Table 1 summarizes the notation used throughout the evaluation.
This table serves as a reference for the various symbols and terms
employed in the evaluation.

Table 1: Notation used in describing the experiments

Symbol Description Unit
CFR Capture frame rate frames/s
DFR Dropped frame rate frames/s
OTR On-time processing rate frames/s
RPI Relative performance improvement -

Ziotal Total nominal frames captured during experiment frames
Zdropped  Amount of frames dropped during experiment frames
ATiotal Total experiment duration s
ATproc(i)  Processing time for frame i s

Lm Max. sustainable processing rate for model m frames/s
Ao Per-node frame generation rate frames/s
QOsize Capacity queue size frames

4.1.1  Performance Metrics. The target metric in our evaluation to
assess image inference is the capture frame rate (CFR), defined as:

Ziotal
ATiotal '

To handle varying processing speeds, we implement a capacity-
bounded queue with size Qsjze = 1, ensuring only the most recent
frame is processed. When a new frame arrives, it replaces any
waiting frames in the queue during ongoing processing. This policy
prioritizes the timeline over completeness.

We define the dropped frame rate (DFR) as the ratio of frames
discarded due to processing delays:

CFR =

Zdropped

DFR = X 100%.

total
A frame is considered dropped when:

(1) It arrives while the previous frame is still being processed
ATproc(i —1) > 1/CFR, and
(2) It gets replaced by a newer frame before processing begins.

The on-time processing rate (OTR) represents successfully pro-
cessed frames, OTR = 100% — DFR.

4.1.2  Processing Time. The average processing time per frame Tproc

is computed as: 1 )
ATproc = ; Z ATproc(l)~

Where n represents the number of frames that the system success-
fully processes without dropping, while i indicates the index of the
current frame, which determines the processing time ATy, for
that frame, how processing time is cummulated depends on the
deployment configuration. ATproc € {ATI"C ATI;’ffOC

proc
For the local-deployment, processing time AT;‘,’EC accumulates
Image acquisition from the camera, model inference, and result

serialization.
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For the offloading-deployment the processing time AT;E,C

includes additional components: network transmission t;, to the
remote node, the queuing delay at the remote node, model inference
ATy and network transmission of results ATy,,;.

4.1.3  Performance Comparison. To assess the benefit of GPU of-
floading, we define the relative performance improvement (RPI):
DFRyocal = DFRofiload
DFRyocal
If RPI > 0, offloading reduces frame drops,
RPI < 0 shows that network overhead outweighs acceleration
benefits. RPI = 0, both approaches work identically.

RPI = X 100%.

4.1.4  Model-Specific Processing Capacity. Each model variant m €
{YOLOv5n, YOLOV5s, YOLOv5m} exhibits a maximum sustainable pro-
cessing rate y, for each type ¢ processing node and corresponding
hardware capabilities. The processing capacity without drops de-

mands: CFR < pim.

Due to the capacity queue implementation, the system can oper-
ate at higher capture rates but will drop frames according to:

DFR(m) ~ max (0, (1- Hm_ ) X 100%.
CFR
This approximation assumes steady-state operation and uniform
processing times.

5 RESULTS

We evaluate two deployment strategies: local Al inference directly
on the roadside node (Raspberry Pi 4, CPU-only) and remote infer-
ence offloaded to a Jetson Nano (GPU-enabled) over a Wi-Fi link.
Performance is quantified using the metrics introduced in Section 4:
the Dropped Frame Rate (DFR), the Capture Frame Rate (CFR), and
the Inference Latency (ATiyf).
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4000 Nominal Frames
o B On-Time Processed Frames
5 3000
o
O
[
g 2000
o
1000

yolov5n  yolov5s  yolov5m yolov5n  yolov5s  yolovSm
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€
5 3000
o
O
[}
= 2000
o
= 1000

yolov5n  yolov5s  yolov5m yolov5n  yolov5s  yolov5m

Figure 5: OTR over DFR using local deployment configuration
(y-axis limited to 4000 frames)

Reviewing the results of local deployment configuration shows

that sustained operation without frame drops (DFR = 0) is only
achievable with the smallest model, YOLOv5n, at CFR = 1. This
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setting satisfies the condition OTR > CPR, so the next frame ar-
rives only after the previous one is fully processed. Increasing the
capture rate to 5 FPS or 15 FPS results in a significant reduction
of successful processings, with DFR exceeding 80% for YOLOv5s
and 95% for YOLOv5m. In these cases, the high DFR reflects the
condition OTR <« CFR, where most frames cannot be processed in
time.

1 FPS 5 FPS
8000 Nominal Frames
. mm On-Time Processed Frames
=
3 6000
o
£ 4000
o
= 2000
yolov5n  yolov5s  yolov5m yolov5n  yolov5s  yolov5m
10 FPS 15 FPS
8000
o
=
3 6000
o
£ 4000
£
2000

yolov5n  yolov5s  yolov5m

yolov5n

yolov5s  yolov5m

Figure 6: OTR over DFR using offloading deployment config-
uration

On the other hand, the situation changes quite a bit when of-
floading. With CFR = 1, we stay at DFR = 0, and we only start
dropping frames at CFR = 5 with the bigger YOLOv5m model.
Starting at CFR = 10, all models perform worse across the board
with DFR ranging from ~ 27% (YOLOv5n) up to ~ 64% (YOLOv5m).
At CFR = 15, we can see the same results as observed at CFR = 10,
facing hardware processing limits on the remote inference node.

These findings confirm that for single-node deployments, local
inference is feasible only for lightweight models and low capture
rates. In contrast, offloading to GPU-equipped edge nodes enables
near-real-time performance even for heavier models at higher cap-
ture rates, as long as OTR remains sufficiently close to CFR to keep
DFR within the acceptable bound DFR™%*. Furthermore, on lower
CFR < 5 resource capabilities of the offloading node suffice to
process data of multiple nodes.

6 DISCUSSION

Based on the experimental evaluation, we found that processing the
video stream on a single node can be highly restrictive. Many real-
world deployments of edge Al involve multiple processing nodes
sharing one offloading node. Such a configuration introduces sev-
eral open challenges, like resource contention, adaptive scheduling,
and reliable network performance despite the actual multi-node
distribution of service capabilities.

Multi-node scalability allows us to optimize resource usage. In-
creasing the number of camera nodes will increase the total data
rate and computational demand on the Al node [7], potentially
overloading its GPU or saturating the Wi-Fi network (see Section
3.1.3). Understanding the limits of performance degradation and
identifying optimal load-balancing and queuing strategies will be
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critical. This also demands long-term reliability testing in outdoor
urban environments with variable interference, integrating more
advanced AI models for real-time object detection and tracking,
and applying compression techniques to reduce bandwidth require-
ments without compromising classification accuracy.

Finally, network optimization techniques will be necessary to miti-
gate interference and congestion in dense Wi-Fi environments. This
includes channel allocation strategies, use of Wi-Fi 7 [5] features
like Multi-Link Operation (MLO) [3] and 4K Quadrature Amplitude
Modulation (4K-QAM) [8], and integration with mesh network-
ing to extend coverage without sacrificing performance or going
beyond those aspects of 6G.

7 CONCLUSION

This paper introduced a Wi-Fi-based Edge Al framework for real-
time traffic image classification in smart city environments. We im-
plemented a system where low-power camera nodes either perform
on-device inference using their CPU or offload the processing to an
NVIDIA Jetson Nano for GPU-accelerated inference. By defining
formal performance metrics such as inference latency and dropped
frame rate, we could assess the feasibility of both local and offloaded
processing strategies.

Our results demonstrate that purely local processing is only
practical for lightweight AI models at low frame rates. For instance,
YOLOvV5n at 1 FPS processed all frames without drops. However,
increasing the frame rate or the model complexity quickly caused
dropped frame rates to exceed operational thresholds up to 98%
in some configurations. Conversely, GPU offloading to the Jetson
Nano maintained adequate processing at low to moderate frame
rates across all tested models, with only minimal performance
degradation for heavier models at higher frame rates.

These findings underscore the value of GPU-accelerated offload-
ing over Wi-Fi for achieving reliable, low-latency performance
in urban traffic monitoring scenarios [22] [15] without the need
for costly 5G or wired infrastructure [9]. The approach is particu-
larly attractive for ultra-local deployments where coverage is
contained within a single Wi-Fi cell, offering a cost-effective yet
high-performance alternative to more infrastructure-heavy solu-
tions. Beyond the specific traffic monitoring use case, the proposed
framework demonstrates the broader viability of Wi-Fi-based edge
computing for other urban sensing applications, provided the com-
putational load and network conditions are appropriately managed.
This positions localized Wi-Fi edge Al as a practical enabler for
smart city services in settings where traditional wide-area edge or
cloud deployments are impractical.
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Abstract

Video streaming now represents the dominant share of Internet
traffic, as ever-higher-resolution content is distributed across a
growing range of heterogeneous devices to sustain user Quality of
Experience (QoE). However, this trend raises significant concerns
about energy efficiency and carbon emissions, requiring methods
to provide a trade-off between energy and QoE. This paper pro-
poses a lightweight energy prediction method that estimates the
energy consumption of high-resolution video encodings using ref-
erence encodings generated at lower resolutions (so-called anchors),
eliminating the need for exhaustive per-segment energy measure-
ments, a process that is infeasible at scale. We automatically select
encoding parameters, such as resolution and quantization parame-
ter (QP), to achieve substantial energy savings while maintaining
perceptual quality, as measured by the Video Multimethod Fusion
Assessment (VMAF), within acceptable limits. We implement and
evaluate our approach with the open-source VVenC encoder on 100
video sequences from the Inter4K dataset across multiple encoding
settings. Results show that, for an average VMAF score reduction of
only 1.68, which stays below the Just Noticeable Difference (JND)
threshold, our method achieves 51.22 % encoding energy savings
and 53.54 % decoding energy savings compared to a scenario with
no quality degradation.

CCS Concepts

« Information systems — Multimedia streaming; « Comput-
ing methodologies — Artificial intelligence.

Keywords

Video Streaming, Video on Demand, Machine Learning, Energy
Efficiency.

1 Introduction

Video streaming applications, such as live content and Video-on-
Demand (VoD), now dominate global Internet traffic as recent re-
ports indicate that video content accounts for over 70 % of total
traffic today, with projections exceeding 80 % by 2028 [1]. HTTP
Adaptive Streaming (HAS) methods such as MPEG Dynamic Adap-
tive Streaming over HTTP (DASH) [2, 3] and Apple HTTP Live

This work is licensed under a Creative Commons Attribution Inter-
national 4.0 License.
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Streaming (HLS) [4] have become the de facto standard video deliv-
ery method. In these methods, each video is encoded into multiple
resolution-bitrate pairs, forming a bitrate ladder, from which clients
dynamically select the most suitable representation according to
current network and device conditions [5]. However, constructing
such ladders requires encoding each video sequence into multiple
representations, a process that is both computationally intensive
and energy-demanding [6]. This energy cost is further intensified
by modern video codecs such as High Efficiency Video Coding
(HEVC) [7] and Versatile Video Coding (VVC) [8], which achieve
higher compression efficiency through advanced prediction, parti-
tioning, and transform coding tools [9, 10].

This highlights a key challenge in adaptive streaming, i.e., balanc-
ing video quality, compression efficiency, and energy consumption,
where the choice of the proper encoding configuration plays a
pivotal role in achieving this balance [11, 12]. Parameters such as
resolution, framerate, and quantization parameter (QP) directly
influence compression efficiency, perceptual quality, and energy
consumed during encoding and decoding [11, 13, 14]. Since higher
video quality levels typically require higher energy costs, efficient
configurations become essential for sustainable video streaming.
While heuristic [15] or Artificial Intelligence (AI)-driven meth-
ods [16-18] have been proposed to optimize configuration selection,
they primarily focus on compression efficiency and perceptual qual-
ity, giving insufficient attention to energy considerations. Moreover,
accurate energy evaluation requires per-segment energy measure-
ments across multiple configurations, which is infeasible at scale.

This paper proposes a practical and scalable scheme that uses
reference encodings generated at lower resolutions (hereafter re-
ferred to as anchors) as a proxy to predict the energy consumption
of high-resolution representations. The core hypothesis is that en-
coding time and energy are strongly correlated, allowing patterns
observed in low-resolution encodings to be leveraged for predicting
the energy required at higher resolutions. For example, encoding
a sequence at 360p or 540p resolution with a fixed QP typically
completes much faster and consumes less energy than its 1080p or
2160p counterparts, yet still captures the content’s inherent char-
acteristics such as motion complexity, texture richness, and scene
dynamics. Using these anchors, we train machine learning (ML)
models to predict higher-resolution energy consumption without
exhaustive measurements, guiding an energy-aware configuration
strategy that minimizes energy use while preserving perceptual
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quality, evaluated through Signal-to-Noise Ratio (PSNR) [19] and
Video Multimethod Fusion Assessment (VMAF) [20]. The main
contributions of this paper are as follows:

e Dataset generation: We construct a dataset of encod-
ing and decoding time, energy consumption, and PSNR,
VMATF scores for 100 video sequences from the Inter4K [21]
dataset.

e Anchor-based modeling: We introduce the concept of
low-resolution anchor encodings and demonstrate that
their measurements provide meaningful insights into en-
ergy consumption trends at higher resolutions.

e ML-based predictions: We develop ML models that lever-
age features extracted from anchor encodings to accurately
estimate both energy consumption and perceptual quality.

e Energy-aware configuration strategy: We design an en-
coding parameter selection method that uses predicted en-
ergy and quality values, minimizing energy consumption
while maintaining visual quality.

2 Related work

2.1 Energy consumption prediction

Several works have proposed methods to estimate the energy con-
sumption during video encoding or decoding. Ghasempour et al. [22]
proposed a lookup table method for the fast estimation of encod-
ing and decoding energy based on video content, resolution, and
framerate features. Sharrab et al. [23] introduced a linear regres-
sion model for encoding energy consumption using the motion
estimation range of video and QP. Azimi et al. [13] developed Ex-
treme Gradient Boosting (XGBoost) models to estimate encoding
energy consumption using features such as video complexity, quan-
tization parameter (QP), resolution, frame rate, and codec type.
Herglotz et al. [24] used linear regression models to estimate decod-
ing energy based on decoding processing time. Turkkan et al. [25]
developed a neural network-based model to predict the decoding
power consumption of a video sequence using parameters such
as bitrate, resolution, framerate, and file size. Farahani et al. [26]
introduced a relative decoding energy index (RDEI), a metric that
normalizes decoding energy consumption against a baseline en-
coding configuration, enabling cross-platform comparability and
guiding energy-efficient streaming adaptations.

State-of-the-art limitations: These methods rely on full encodings
or decodings with specialized energy measurement tools, making
them resource-intensive and limited in their ability to represent all
encoding scenarios.

2.2 Encoding parameter configuration

Another line of research focuses on selecting encoding parameters
to optimize video quality and efficiency. Lebreton et al. [27] designed
bitrate ladders based on user quitting probabilities, improving the
perceived Quality of Experience (QoE). In parallel, ML-based ap-
proaches, such as Random Forest (RF)-based models [28], have been
employed to predict optimal segment resolutions for enhanced per-
ceptual quality. Huang et al. [17] proposed a reinforcement learning-
based method to dynamically select bitrate-resolution pairs, jointly
optimizing video quality, storage cost, and adaptation to network
conditions. Azimi et al. [29] used XGBoost models to predict the

Copyright (©) 2025 The author(s).
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Figure 1: The correlation between encoding time and encod-
ing energy for 100 video sequences, encoded with 720p/30fps
and 2160p/60fps with three different number of threads.

decoding time and used a decoding time-constrained configuration
setting. Rajendran et al. [16] used Pareto-front analysis to predict
optimized framerates, constructing decoding complexity-aware lad-
ders. Similarly, Katsenou et al. [14] used video quality, decoding
time, and bitrate to optimize bitrate ladder construction.

State-of-the-art limitations: While these approaches advance per-
ceptual quality and compression efficiency, they largely neglect
energy consumption, an increasingly critical factor for sustainable
video streaming.

3 Motivation

Our approach is motivated by two key observations from prelimi-
nary experiments, enabling efficient energy prediction across mul-
tiple encoding settings.

First, Fig. 1 shows the correlation between encoding time and
energy consumption across 100 video sequences from the Inter4K
dataset [21] encoded at 720p/30fps and 2160p/60fps. The experi-
ments were conducted using different numbers of threads (4, 8,
and 128). In all configurations, a strong linear correlation between
encoding time and energy consumption is observed. Similar strong
correlations have been observed in other works [24]. Unlike energy
measurement, measuring execution time is computationally inex-
pensive and does not require specialized instrumentation. Thus,
we use encoding time as a reliable and practical proxy for energy
consumption.

Second, we observe that encoding times across different represen-
tations of the same video are strongly correlated. Fig 2 depicts the
relationship between average encoding time (in seconds, shown on
a logarithmic scale) and the average correlation of encoding times
across different video representations (resolutions and QPs) across
our 100 test video sequences. For each resolution-QP pair (e.g., 360p,
QP47), we computed the correlation between its encoding times
and those of all other pairs across 100 video sequences. Overall,
average pairwise correlations exceed 0.65, revealing consistent tem-
poral behavior across representations, with the correlation peaks
around 0.8 for medium encoding settings (720p—-1080p, QP:27-37).
To exploit this relationship, we select the representation with the
lowest resolution and highest QP as the anchor value (i.e., red star)
for each video sequence, as it provides the fastest encoding with
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Figure 2: Average correlation of encoding times across 100
video sequences for different resolutions and QPs. Each point
shows the mean correlation of one configuration with all
others, plotted against its average encoding time (log scale).

minimal computational cost, achieving a correlation of 0.74 while
requiring only 9.58 s of encoding time. Thus, by measuring the
anchor’s encoding time, we can infer the energy consumption of all
other representations, significantly reducing computation and en-
ergy costs. This concept is extended to predict decoding energy and
quality metrics using the anchor’s decoding time and perceptual
quality measurements, respectively.

4 System Design
4.1 Architecture

Fig. 3 shows the proposed architecture with three main components:
(i) Anchor processing encodes and decodes the lowest resolution
(rmin) and highest quantization parameter (¢pmax) representation
as the anchor, measures its encoding time (t4,), decoding time
( dec) and quality metric (¢*), such as PSNR or VMAF.
(u) Prediction module takes the anchor processing outputs (t2,.,
d“, g") together with the target resolutions (R) and QPs (QP) as
input and employs fenc, faec, and f to predict the encoding energy
(éenc), decoding energy (é4..), and quality (§) for the target video
representations.

= fenc(t?nw reR, qp € QP),
= f;iec(tldqec, reR,qpe QP),
4= fy(q",r e R.qp € QP).

(iii) Green encoding configurations leverages the prediction results
to recommend encoding parameters (r, gp) based on an acceptable
quality degradation factor p. When p = 0, no quality degradation
is allowed, and the encoding parameters are selected to provide the
highest visual quality. In contrast, when p = 1, the configurations
prioritize minimum energy consumption, regardless of quality.

eenc

€dec

4.2 Execution workflow

Algo. 1 outlines the execution workflow of our proposed method.
For a given video sequence, a set of target resolutions R and quanti-
zation parameters QP are defined, along with an acceptable quality
degradation factor p. First, the video sequence is encoded at the
lowest resolution (7,i,) and highest QP (qpmax), which serves as
an anchor. The anchor’s encoding time (¢2,..), decoding time (t;‘ec),

Copyright (©) 2025 The author(s).
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Algorithm 1: Proposed Green Encoding Framework

Input: R, QP, p € [0,1]
Output: Selected representation (r*, gp*)
// Step 1: Anchor Processing
teAnc — E"COde(rmln qPmax)
2 dec q « Decode(rmin, quax)
// Step 2: Prediction Module
Eenc < [, Edec — []’Q —1]
forr € Rdo
for gp € QP do
éenc — ﬁnc(t?nc, r, qp)
edec — fdec ([l?ec’ r, qp)
§ fula" r.ap)

E « éenc + €gec

10 Qhqu

-

© ® N o R W

// Step 3: Green Configuration Selection
11 Gmax — Max(Q)
Fe—{(r.ap) | Q= (1-p) - dmax}
13 (r',qp*) « arg min(,,qp)st,rEA
14 return (r*, gp*)

1

Y

=

and quality metric (¢) are then measured (lines 1-2). Next, for
each resolution r € R (line 4) and quantization parameter gp € QP
(line 5), the encoding energy prediction model f,. (line 6), the
decoding energy prediction model fy.. (line 7), and the quality
prediction model f; (line 8) are invoked, yielding the predicted
encoding energy (é.nc), decoding energy (é4ec), and quality (§) for
each representation. The predicted energies are then aggregated
into E (line 9), while the quality predictions are stored in O (line
10). After computing the maximum obtainable quality §mqax (line
11), all representations whose predicted quality falls within the
acceptable threshold defined by p are identified (line 12), and the
one with the lowest predicted energy consumption is selected (lines
12-13). Finally, the representation (r*, gp*) that satisfies the quality
constraint and minimizes energy consumption is returned (line 14).
The time complexity of Algo. 1 is O(|R]| x |Q%P]), where |R| and
|QP| denote the number of target resolutions and quantization
parameters, respectively (i.e., the number of target representations
of the bitrate ladder).

5 Evaluation Setup

We conducted all experiments on a server with a 128-core Intel Xeon
Gold CPU and two NVIDIA Quadro GV100 GPUs. The following
subsections describe dataset characteristics and analysis, ML-based
prediction models, and evaluation metrics.

5.1 Dataset analysis

We used 100 ultra-high-definition (UHD) video sequences with di-
verse spatiotemporal characteristics from the Inter4K dataset [21].
To verify that the selected subset is representative of the full In-
ter4K dataset, which contains 1000 sequences, we applied a Self-
Organizing Map (SOM) [30] clustering on the content-complexity
features (Ey, h, Ly) using the Video Complexity Analyzer (VCA)
tool [31] for both the full dataset and our subset. As shown in
Fig. 4, the selected subset spans all clusters, confirming that it is
representative of the overall dataset in terms of video complexity.
Table 1 reports the statistical distribution of the content-complexity
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Figure 3: Proposed system architecture.

Figure 4: SOM-based clustering on the video complexity fea-
tures on (a) the full dataset, and (b) our 100 subset.

Table 1: Statistical distribution of Ey, h, and Ly across SOM
clusters for the full dataset and our subset.

CL Set ‘ Ey ‘ h ‘ Ly
| Avg. min max | Avg. min max | Avg. min max
0 Full | 1074 374 2524 | 594 104 1717 | 116.3 59.9 1389
(Purple)  Sub. 98.8 374 2524 | 66.1 189 165.8 | 118.9 97.8 138.6
1 Full 41.1 2.7 90.4 | 254 1.9 72.6 | 123.7 99.2  166.9
(Orange) Sub. 48.6 8.8 113.6 | 20.5 2.6 453 | 125.2 111.0 166.9
2 Full 87.4 482 1749 | 221 2.8 78.8 | 100.7 529 1222
(Blue) Sub. 70.8 233 1682 | 443 151 68.5 94.8 725 1139
3 Full 29.0 0.9 84.7 | 153 0.5 59.6 83.2 47.4 1115
(Green)  Sub. 31.6 1.0 922 | 144 0.5 44.7 87.2 47.4  108.9

features (Ey, h, Ly) across the SOM clusters for both the full dataset
and our selected subset. While minor variations exist in individ-
ual cluster values (e.g., higher h and lower Ey in Cluster 2 for the
subset), the overall ranges and mean values remain consistent.
We encoded each video sequence at 60 fps using VVenC v1.11 [32]
encoder with the faster preset [33]. The encoding configuration
includes resolutions R = {360, 540, 720, 1080, 1440, 2160}p and quan-
tization parameters QP = {17, 22, 27,32, 37, 42,47} [34]. The decod-
ing process was applied using VvdeC v2.3.0 [35]. We recorded
the encoding time, encoding energy consumption, decoding time,
decoding energy consumption as well as quality scores measured
by PSNR and VMAF. The energy consumption was measured with
the CodeCarbon tool [36], which tracks the energy consumption
of the underlying hardware using Running Average Power Limit
(RAPL) [37] for the CPU and nvidia-ml-py [38] for the GPU.
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Fig. 5 presents the impact of different R on encoding and decod-
ing energy, bitrate, PSNR, and VMAF. As expected, higher resolu-
tions substantially increase both encoding and decoding energy,
while improving video quality. Fig. 6 shows the variations in encod-
ing and decoding time, bitrate, PSNR, and VMAF across different
QP levels. As QP increases, encoding and decoding time and bitrate
decrease, while quality metrics deteriorate accordingly.

5.2 Prediction models

We evaluated six well-known ML models covering four different
categories: (1) Linear Regression (LR) [39] and Ridge Regression
(Ridge) [40] as linear models; (2) Random Forest (RF) [41] as a
tree-based ensemble model; (3) XGBoost (XGB) [42] and LightGBM
(LGBM) [43] as gradient boosting-based ensembles; (4) Multi-Layer
Perceptron (MLP) [44], a neural network with fully connected layers.

We partitioned the dataset into training (70 %) and testing (30 %)
sets at the video level, ensuring that all segments from a given video
belong exclusively to one set, avoiding data leakage. We randomly
shuffled video identifiers with a fixed seed, guaranteeing repro-
ducibility and consistent splitting across the three prediction tasks.
We applied GridSearchCV [45] from Scikit-learn [46] with five-fold
cross-validation on the training set. We performed an exhaustive
grid search over predefined hyperparameter spaces as summarized
in Table 2. While the LR model has no tunable parameters, the
Ridge model requires optimization of the regularization parameter
a. Tree-based and gradient boosting models required optimization
of the number of estimators (Hrees), maximum tree depth (dmax),
and learning rate (17), along with model-specific parameters such as
subsampling rates or the number of leaves. For the MLP model, we
fine-tuned the number (h,,y) and size of hidden units (hgj,.) and
learning rate (r).

5.3 Evaluation metrics

We use the following metrics to evaluate the accuracy and general-
ization performance of the prediction models: Coefficient of deter-
mination (R?) measures the proportion of variance in the ground
truth explained by the model; a higher R? indicates better predictive
accuracy. Mean absolute error (MAE) measures the average relative
prediction error; lower MAE indicates higher accuracy. Root mean
squared error (RMSE) represents the square root of the average
squared prediction error, penalizing large deviations more heavily;
lower RMSE indicates better performance. Standard deviation of ab-
solute errors (SDAE) measures the variability of absolute prediction
errors; lower SDAE indicates more consistent predictions.
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Table 2: Hyperparameter search space explored for ML-based
prediction models.

Predictive model ~ Explored hyperparameters

LR None

Ridge « € {0.1,1.0,10.0, 100.0}

RF Nirees € 150,100,200} , dmax € {None, 10, 20}
min_samples_split € {2,5}
min_samples_leaf € {1,2}

XGBoost Nirees € 150,100, 2001, dmax € 13, 6,9}

n € {0.01,0.1,0.2} , subsample € {0.8,1.0}

LightGBM Nirees € 150,100, 200}, dmax € 13, 6,9}

n € {0.01,0.1,0.2} , num_leaves € {31,50,100}

MLP Tisize € 164, 128, 256Y, Frnum € 11,2}

n € {0.001,0.01}

We also assess the green encoding configuration module via:
Energy savings quantifies the reduction in average encoding and de-
coding energy consumption (Wh) compared to the highest-quality
scenario (p = 0). Average quality reports the average PSNR (dB) and
VMATF scores across different encoding scenarios (varying p). Aver-
age quality drop measures the reduction in PSNR (dB) and VMAF
relative to the highest-quality scenario (p = 0).

6 Evaluation Results

6.1 Anchor selection analysis

Fig. 7 shows the accuracy of energy prediction models, when a
different resolution-QP pair was selected as an anchor. We evalu-
ated six resolution—-QP pairs to cover low (360p), medium (1080p),
and high (2160p) resolutions, with the minimum (QP = 17) and
maximum (QP = 47). The x-axis shows the average encoding time
required for each anchor, averaged across 100 video sequences. The
results show that higher R? values are obtained at the expense of
substantially longer encoding times (up to 372.48 s for 2160p/17),
whereas the fastest configuration (9.48 s for 360p/47) still achieves
reasonable accuracy (R? = 0.92). These findings validate the ra-
tionale discussed in Section 3, confirming that the optimal anchor
corresponds to the configuration with the lowest encoding time.
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Figure 7: Encoding energy prediction accuracy using different
anchors.

6.2 Prediction models analysis

We evaluated the performance of the candidate prediction models
on four target metrics: encoding energy, decoding energy, PSNR,
and VMAF. The reported results represent the average values across
the entire test set.

(1) Encoding energy prediction. Table 3 (Encoding Energy)
shows that MLP achieved the highest R? (0.91) and the
lowest RMSE among all models, with Ay, = 1, Asize = 64,
and n = 0.01.

Decoding energy prediction Table 3 (Decoding Energy)
shows that RF, XGB, LGBM, and MLP have similar perfor-
mance with R? (0.95). We selected LGBM due to its slightly
lower MAE (0.01). LGBM achieved its best performance
with Nieaves = 90, Nestimators = 50, dmax =3and n=0.1
PSNR prediction Table 3 (PSNR) shows that MLP and LGBM
achieved the best overall performance, with the highest R?
(0.92) among all models. However, with slightly lower RMSE
(1.93) and MAE (1.33), MLP with hpym = 2, hsize = 256, 128
and 1 = 0.001 was selected for PSNR prediction.

@
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Table 3: Prediction results for encoding energy, decoding energy, PSNR, and VMAF across all models.

Model Encoding Energy Decoding Energy PSNR VMAF
R°T RMSE] MAE| SDAE] | R°T RMSE] MAE| SDAE] | R°T RMSE] MAE| SDAE] | R°T RMSE] MAE| SDAE]
IR 0.85 239 1.06 214 | 091 0.06 0.03 004 | 086 256 194 1.67 064 13.05 10.82 747
Ridge | 084 239 1.06 214 | 091 0.06 0.03 004 | 036 254 193 164 066 1274 10.67 695
RF 0.89 199 0.79 183 0.95 0.04 0.02 004 | 091 1.98 .40 .40 0.89 7.09 197 5.06
XGB_| 0.90 .89 0.70 .75 0.95 0.04 0.02 0.03 091 203 .40 .40 0.90 682 508 155
LGBM | 0.90 1.38 0.74 173 | 095 _ 0.04 0.01 0.03 | 092 194 136 137 0.90 6.77 5.04 152
MLP | 091 1.82 0.71 167 | 095 0.04 0.02 004 | 092 1.93 133 140 | 092 640 178 1.26
Table 4: Average VMAF and PSNR drops, and encoding, de- _ : =
coding energy savings for different p values. "2 ! 0 2
810 ! 80 w g
Avg. Avg. VMAF | PSNR | Enc.energy | Dec. energy o 6 | :\émfrFy 0 < qéa
P VMAFT | PSNRT | drop| | drop | | savings% | savings% T 5 re= Ros| & 3
0 99.74 50.05 0 0 0 0 8 2 1L p=01f5 ¢
005 | 9806 1638 1.68 367 51.22 53.54 4 360540720 1080 1440 2160 ™ 360540720 1080 1440 2160
0.1 94.74 4416 5 589 70.75 70.28 R R
03 | 7297 3757 | 2677 | 1248 92.64 89.90 _ _ ®)
05 53.06 3397 | 4668 | 16.07 95.82 94.25 g 28 £ i
0.7 34.83 3130 | 6491 | 18.74 97.32 96.88 < 175 < 2 | %
1 3152 30.85 6822 | 19.19 97.58 97.42 g 5 i w
g 125 515 ! “ywar] | 5
2 751 210 | 7,5"22%5 75°
8 25 g s ] p=01
(4) VMAF prediction Table 3 (VMAF) shows that MLP achieved G 0540720 1080 1440 0 360540720 1080 1440 68
the best overall performance, achieving the lowest RMSE ( C)R R( 9
(6.4) and MAE (4.78) and highest R? (0.92) among all models
with hi”"" Ti% hsize = 256, 1;8 and 5 = 0.001 and therefore Figure 8: Impact of changing p values on video sequences:
was selected for VMAF prediction. (a) sequence 72 (Ey = 73.07,h = 61.2Ly = 122.84;,QP =
63 G di 5§ i 27), (b) sequence 65 (41.61,9.29,90.10;17), (c) sequence 23
: reen encoding configuration (25.97,28.37,91.22; 22),(d) sequence 98 (37.39,96.16, 109.35;17).
Table 4 reports the average energy savings (encoding and decod-
ing) and quality degradation (PSNR, VMAF) across the test video
sequences for different p values, using the configuration with p = 0 degradation at 1080p. Even when the degradation threshold is in-
(no quality degradation) as the reference. We also report the aver- creased to 10 % (p = 0.1), the selected resolution remains 1080p, as
age quality scores (PSNR and VMAF) corresponding to the selected lower resolutions would exceed the allowed quality loss. For se-
encoding configurations. quence 23 (Fig. 8 (c)), the selected resolutions are 1080p and 720p for
For p = 0.05, i.e., allowing a 5 % degradation in VMAF, the av- p = 0.05 and 0.1, respectively. In contrast, for sequence 98 (Fig. 8
erage quality loss remains minimal (1.68 VMAF points and 3.67dB (d)), a lower resolution of 720p is sufficient to meet the quality
PSNR) while achieving substantial energy saving of 51.22 % in en- constraint of p = 0.05, resulting in an 81.1 % energy saving.
coding and 53.54 % in decoding. The minimum noticeable qual-
ity difference, referred to as the just-noticeable-difference (JND) 7 Conclusions
for VMAF, has l'aee.n rffported to range between 2 and 6 .in Prior This paper presents a novel method for predicting energy consump-
Works [47'_49]’ 1nd1c'at1ng that the obserYed quality los.s is likely tion in the context of selecting configurations for green encoding
imperceptible. As p increases, the potential energy savings grow by employing low-pass anchors. The proposed method involves
further but at the expense of more noticeable quality degradation. assessing the encoding and decoding durations of the anchor encod-
Fo.r wstance, at p = 0.3, energy savings exceed ?O %, whereas per- ings that are created at reduced resolutions and utilizes lightweight
f:en{ed quality declines by more than 25 YMAF points. These r e.sults machine learning models to anticipate the energy usage and video
indicate .that a modest‘ quahty.relaxapon (e.g. P = 0-.05) yields quality across all other representations within a given sequence. By
substz'mtlal ENEIgYy savings while having a negligible impact on analyzing these predictions, the encoding configuration is metic-
perc.elvec'l visual quaht}'f. ) ulously chosen to strike a balance between energy efficiency and
Fig. 8 1IlusFrates. the impact of p =0.050.1 values on four video acceptable quality reduction. Our evaluation, conducted on a dataset
sequences with qlﬁerent complexity .levels. Each plot shows the comprising 100 video sequences from the Inter4K dataset, illustrates
c.hanges n enc.odlng energy cons.umptuon. anc? VMAF across refsolu- that restricting the decrease in the VMAF score to 5 % results in
tions. The QP is fixed to allow visualization in a two-dimensional substantial energy savings, specifically 51.22 % in encoding energy
plane. The selected resolution differs for each sequence due to vari- and 53.54 % in decoding energy, when compared to an encoding
ations in content complexity, such as color dynamics, scene change configuration selection that prioritizes maximum quality.
frequency, motion intensity, and brightness. For example, under
p = 0.05, sequence 72 (Fig. 8 (a)) at 1440p resolution achieves a References
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Abstract

Large language models (LLMs) require substantial computational
resources, leading to significant carbon emissions and operational
costs. Although training is energy-intensive, the long-term envi-
ronmental burden arises from inference, amplified by the massive
global query volume. Cloud-based inference offers scalability but
suffers from latency and bandwidth constraints due to centralized
processing and continuous data transfer. Edge clusters instead can
mitigate these limitations by enabling localized execution, yet they
face trade-offs between performance, energy efficiency, and de-
vice constraints. This short paper presents a sustainability-aware
LLM inference for edge clusters comprising NVIDIA Jetson Orin
NX (8GB) and Nvidia Ada 2000 (16GB) devices. It aims to balance
inference latency and carbon footprint through carbon- and latency-
aware routing strategies, guided by empirical benchmarking of en-
ergy consumption and execution time across diverse prompts and
batch (i.e., group of prompts) configurations. We compared baseline
greedy strategies to carbon-aware and latency-aware strategies in
prompt routing to specific hardware based on benchmarking infor-
mation. Experimental evaluation shows that a batch size of four
prompts achieves a trade-off between throughput, energy efficiency,
while larger batches risk GPU memory saturation.

Keywords

Sustainability, Large Language Models, LLM inference, Carbon
Footprint, Edge Computing.

1 Introduction

Large language models (LLMs) require immense computational re-
sources, driving both high carbon emissions and substantial opera-
tional costs. Although LLM training is notoriously energy-intensive,
the inference phase, where models process user prompts into re-
sponses, poses a greater long-term sustainability challenge due to
the massive, continuous global query volume [1, 13, 21]. Cloud
servers provide vast computational and memory resources; how-
ever, processing all inference in the cloud requires extensive data
transmission, which can degrade real-time performance under vary-
ing bandwidth availability [11, 22]. Moreover, inference for large-
scale models such as GPT-4 can emit, on a daily basis, a carbon
footprint comparable to a significant fraction of their one-time
training emissions, intensifying sustainability concerns amid accel-
erating Al adoption [9, 13]. To address these challenges, modern
computing architectures increasingly integrate centralized cloud
resources with distributed edge devices, where edge instances han-
dle latency-sensitive and lightweight tasks locally, reducing re-
sponse time and associated emissions, while cloud systems manage
compute-intensive workloads at scale [10, 12, 17].

This work is licensed under a Creative Commons Attribution 4.0 International License.
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This hybrid paradigm is particularly crucial for LLM inference,
where prompt complexity varies widely. For example, simple fac-
tual questions may require only modest computational effort, while
tasks involving multi-step reasoning or tool use demand substan-
tially greater processing power. However, current LLM inference
systems still rely on coarse-grained heuristics, e.g., routing all
reasoning-heavy or mathematical prompts to high-capacity mod-
els, ignoring hardware heterogeneity, inter-device communication
latency, or dynamic energy profiles [4, 8, 16]. These oversights lead
to inefficient resource utilization, elevated carbon emissions, and
degraded performance in edge deployments.

This short paper introduces sustainable LLM inference on edge
clusters composed of NVIDIA Jetson Orin NX (8GB) and Nvidia Ada
2000 (16GB) as representative edge hardware. We propose carbon-
and latency-aware strategies informed by extensive benchmarking
across diverse LLM prompts from established prompt datasets !.
Through empirical evaluation of energy consumption, carbon emis-
sions, and end-to-end latency, our results show that these strategies
reduce emissions by up to 35 % and improve execution speed by
2-3x compared to greedy baselines. Furthermore, we analyze the
effect of batch size, i.e., the number of prompts processed in parallel
during a single inference pass to amortize computational overhead,
across configurations of 1, 4, and 8. Experimental results shows that
batch size of 4 provides the balance between end-to-end latency and
energy efficiency, while a batch size of 8 increases GPU utilization
at the cost of higher latency. These findings highlight the impor-
tance of benchmarking-driven, sustainability-aware LLM inference
to enable efficient and environmentally responsible deployments
on edge server clusters.

2 Motivation Example

To illustrate the need for sustainability-aware LLM inference, we
deployed two quantized Gemma models on an edge cluster: Gemma-
3-1B-it-qat on an NVIDIA Jetson Orin NX (8GB) of GPU memory
and Gemma-3-12B-it-qat on an NVIDIA Ada 2000 (16GB). For a
cloud baseline, we used the Google Gemini 2.0 Flash API [20]. We
used Ollama and evaluated four representative prompts (P1-P4),
summarized in Table 1, which cover reasoning, generative writing,
and factual lookup. We used a judge model (cloud) that rates ex-
pected reasoning depth and token footprint, calculating prompt
complexity scores (CS); scores are normalized to [0,1], higher is
harder.

Performance analysis: We compare the performance of deployed
LLM models using four key metrics: inference time (IT), time-to-
first-token (TTFT), tokens-per-second (TPS), and time-per-output-
token (TPOT) [2, 15]. As shown in Fig. 1, the Gemma-3-12B model
achieves the shortest TTFT but incurs higher IT and TPOT on longer
prompts, whereas Gemma-3-1B provides a more balanced efficiency
profile. The cloud-based Gemini 2.0 Flash API delivers superior IT

!https://huggingface.co/datasets
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Table 1: Prompts used in evaluation (CS: complexity score
[0-1] from a judge model; higher is harder).

ID
P1

CS
0.47

Prompt

A group of five friends (Alice, Bob, Carol, David, Emily) are trying
to decide who will buy tickets for a concert, prepare snacks, drive,
and pick up drinks. Alice hates driving. Bob can only pick up drinks
if he’s not preparing snacks. Carol loves concerts and wants to buy
tickets. David can only drive if Emily prepares snacks. Emily will
not pick up drinks. Each friend must take exactly one task, and
each task must be assigned to exactly one friend. Assign the tasks
to each friend and explain your logical deduction step by step.
Write a short story, approximately 500 words, about a sentient,
self-repairing antique grandfather clock that secretly orchestrates
minor, benevolent ’time anomalies’ in a quiet, forgotten library. In-
troduce a skeptical new librarian who slowly uncovers the clock’s
secret. The story must include: The clock’s motivation for its ac-
tions. Three distinct "time anomalies’ are caused. A moment of
direct, non-verbal communication between the clock and the li-
brarian. A surprising twist where the librarian, instead of exposing
the clock, aids its efforts for an unexpected reason.

What is the boiling point of water at standard atmospheric pres-
sure?

Who painted the Mona Lisa?

P2 0.39

P3 0.08

P4 0.07

| I Gemma-3-1B-it-qat

I Gemma-3-12B-it-qat BB Gemini-2.0-flash

0.6

0.4 4

0.740

TTFT (s)

0.510

0.2 4

0.10

TPS (tokens/s)
TPOT (tokens/s)

Figure 1: Comparison of inference performance metrics, IT,
TTFT, TPS, and TPOT, across NVIDIA Jetson Orin NX (8 GB),
Ada 2000 (16 GB), and the Gemini 2.0 Flash cloud APL

and TPS for complex prompts (P1, P2) but underperforms on simpler
factual queries (P4), indicating bandwidth and dispatch overheads.

Sustainability analysis: Fig. 2 shows the measured carbon foot-
print (in COzeq) and power draw (in watts) obtained using the Jet-
Pack SDK 2 and the PyNVML library 3. Gemma-3-1B emits roughly
one-tenth the carbon of Gemma-3-12B on reasoning prompts (P1,
P2), while both models exhibit low emissions on simpler ones (P3,
P4). These results demonstrate that hardware-aware and model-
adaptive inference can substantially reduce energy consumption
and carbon emissions, underscoring the potential of sustainability-
oriented deployment strategies for LLMs on edge clusters.

Key takeaway: Sustainability-aware LLM inference on edge clus-
ters demands balancing performance, energy, and carbon efficiency.

Zhttps://developer.nvidia.com/embedded/jetpack
3https://pypi.org/project/pynvml/
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Figure 2: Carbon footprint and energy consumption for
Gemma3-1B-it and Gemma3-12B-it models across prompts
P1-P4.

Relying solely on either compact edge models or large cloud-based
LLMs is suboptimal. Instead, hardware- and model-aware LLM
inference is crucial for minimizing emissions while maintaining
responsiveness. As shown in Fig. 1, lightweight models such as
Gemma-3-1B achieve low latency for simple prompts, whereas
Fig. 2 confirms substantial energy and carbon savings. For complex
reasoning tasks, larger models, such as Gemma-3-12B or the Gemini
2.0 Flash API, offer superior output quality, underscoring the need
for workload distribution across the edge-cloud continuum.

3 Benchmark Evaluation

We assessed our edge cluster, introduced in Section 2, using a mixed
dataset that integrates prompts from multiple publicly available
sources. The prompts spans diverse domains, including math rea-
soning (GSM8K) [7], extractive question answering (SQuAD) [19],
dialogue summarization (DialogSum) [5], Python coding instruc-
tions [3], multiple-choice science reasoning (ARC-Challenge) [6],
long-form summarization of arXiv papers, multi-turn dialogue con-
tinuation [18], and general long-form summarization [14]. From this
composite benchmark of approximately 5000 prompts, we sampled
500 representative inputs to measure both end-to-end inference
latency and the corresponding carbon footprint across the edge
cluster. Table 2 summarizes the benchmark results, reporting aver-
age performance metrics across all evaluated configurations. These
results provide an overview of the latency—energy trade-offs and
serve as a practical guide for resource allocation in edge-cloud
deployments. We implemented two LLM inference strategies:

(i) Carbon-aware: Assigns each prompt to the model with the
measured lower carbon footprint, prioritizing emission reduction
even if it increases latency.

(ii) Latency-aware: Employs a greedy heuristic that sorts prompts
by decreasing average latency and assigns them to minimize total
end-to-end execution time.

Baselines include assigning all prompts exclusively to either the
Jetson Orin NX (8 GB) or the Ada 2000 (16 GB). The LLM inference
results for batch sizes of 1, 4, and 8, summarized in Table 3, reveal

https://doi.org/10.34749/3061-1008.2025.9
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Table 2: Average inference metrics across edge devices and batch configurations.

Hardware Batch Size | E2E Latency (s) | TTFT (s) | TPOT (s) | Token Count | Tokens/s (Throughput) | Energy (kWh) | Carbon (kgCO2e)
1 3.39 0.26 0.03 69.62 20.54 6.35e-05 4.38e-06
Ada 2000 16GB 4 14.58 12.07 0.02 56.83 3.90 5.05e-05 3.49e-06
8 26.82 24.00 0.03 63.97 2.39 5.73e-05 3.96e-06
1 13.06 0.36 0.061 148 11.33 1.79e-05 1.23e-06
Jetson 8GB 4 15.08 1.13 0.063 149 9.88 4.89e-06 3.37e-07
8 14.12 4.87 0.057 136 9.63 5.12e-06 3.53e-07

clear trade-offs between execution time and carbon footprint. For a
batch size of 1, assigning all prompts to the NVIDIA Jetson (8GB)
yields a total execution time of 1873.13 s with a carbon footprint of
0.000209 kg COze, whereas using the NVIDIA Ada (16GB) reduces
execution time to 1354.25 s but increases emissions to 0.000300 kg
COgze. The carbon-aware strategy achieves the minimum footprint
by directing roughly 85 % of prompts to the Jetson device, lever-
aging its energy efficiency for low-token tasks such as sentiment
analysis. However, this causes high end-to-end (E2E) latency due
to load imbalance from compute-intensive tasks such as Python
coding. In contrast, the latency-aware strategy minimizes total E2E
latency to 580.34 s by balancing workload distribution, assigning
complex tasks to the Ada device, while maintaining a moderate
carbon footprint of 0.000247 kg COze. These results highlight the
complementary roles of both devices: the Jotson device excels in
lightweight workloads, whereas the Ada instance dominates in
memory- and compute-intensive inference.

For a batch size of 4, the Jetson-only baseline achieves an exe-
cution time of 649.6 s with a carbon footprint of 0.000071 kg COze,
while the Ada-only configuration reduces execution time to 568.4 s
but increases emissions to 0.000103 kg CO,e. The carbon-aware
strategy lowers emissions by approximately 33 % (0.000069 kg CO5e)
by routing around 80 % of prompts to the Ada device. However,
EZ2E latency remains high due to memory constraints affecting
compute-intensive tasks such as Python coding. In contrast, the
latency-aware strategy achieves the shortest E2E latency, about
twice as fast as the Jetson-only baseline, while maintaining a moder-
ate carbon footprint of 0.000085 kg COze, benefiting from balanced
workload assignment that exploits the Ada device’s efficiency for
high-token prompts. Overall, a batch size of 4 provides a strong
trade-off between throughput and energy efficiency, although mi-
nor accuracy degradation on the Ada device indicates limitations
in handling larger model states.

At a batch size of 8, the Jetson-only baseline shows an execution
time of 609 s with a carbon footprint of 0.000057 kg CO,e, while the
Ada-only setup reduces execution time to 533.6 s but increases emis-
sions to 0.000084 kg CO,e. The carbon-aware strategy yields the
lowest footprint (0.000055 kg CO5e) by routing approximately 75 %
of prompts to the Jetson device. However, its E2E latency (552.4 s)
remains elevated due to instability on high-token workloads. In con-
trast, the latency-aware strategy minimizes E2E latency to 266.8 s,
roughly twice as fast as the Jetson-only baseline, while maintaining
a moderate footprint of 0.000070 kg CO,e, benefiting from the Ada
device’s greater stability in long-form summarization and other
memory-intensive tasks. Although a batch size of 8 maximizes
throughput, it introduces instability and accuracy degradation on
the Jetson device, indicating that larger-memory configurations are
preferable for high-batch inference workloads.
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Table 3: Comparison of different LLM inference strategies
across batch sizes 1, 4, and 8.

Strategy Total E2E latency (s)  Total Carbon Footprint (kgCO2e)
Batch Size 1

All on Jetson (8GB) 1873.13 0.000209

All on Ada (16GB) 1354.25 0.000300

Carbon-Aware 1674.86 0.000204 (lowest)

Latency-Aware 580.34 (lowest) 0.000247
Batch Size 4

All on Jetson (8GB) 649.6 0.000071

All on Ada (16GB) 5684 0.000103

Carbon-Aware 590.2 0.000069 (lowest)

Latency-Aware 284.2 (lowest) 0.000085
Batch Size 8

All on Jetson (8GB) 609.0 0.000057

All on Ada (16GB) 533.6 0.000084

Carbon-Aware 552.4 0.000055 (lowest)

Latency-Aware 266.8 (lowest) 0.000070

Cross-batch analysis reveals that overall latency decreases with
larger batch size, as parallel token generation reduces TPOT. How-
ever, TTFT increases significantly, noticeably, limiting responsive-
ness in real-time applications. The carbon footprint per prompt
declines with batching, since energy costs are amortized across
multiple inputs. The Ada device consistently achieves higher accu-
racy, particularly at batch size 8, where the Jetson device exhibits
errors due to memory saturation. Overall, batch size 4 offers the best
trade-off between latency, carbon footprint, and accuracy, whereas
batch size 8 maximizes throughput but demands at least 16GB of
GPU memory for stable operation. The Jetson instance remains
well-suited for lightweight, low-token tasks, while the Ada device
excels in high-token, high-batch inference scenarios.

4 Conclusion and Future Work

This paper presented an empirical analysis of sustainability-aware
LLM inference on heterogeneous edge server clusters. Our results
show that increasing and balancing prompt batch sizes provides
a clear trade-off between latency and carbon footprint, making it
suitable for mixed workloads. In contrast, a larger batch size maxi-
mizes throughput but requires more memory for stability. In our
experiments, the carbon-aware strategy reduces emissions by up
to 35% by leveraging the Jetson device efficiency for low-token
tasks, while the latency-aware strategy achieves 2-3x faster exe-
cution times through balanced load distribution. These findings
highlight the importance of dynamic, complexity-aware LLM infer-
ence for optimizing performance and minimizing environmental
impact. Future work will investigate scalability for unseen prompts
and adaptive edge-server selection to advance sustainable LLM
inference.
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Abstract

This tutorial introduces participants to the practical deployment of
Hierarchical Federated Learning (HFL) across the Cloud-Edge-IoT
(CEI) continuum. It explains the concept of Federated Learning and
its extension to a hierarchical setup, as well as the orchestration as-
pects of setting up and running HFL pipelines in CEI environments.
The tutorial includes a hands-on session which is divided into two
parts. In the first part, participants will use the Flower framework
to set up and execute standard and hierarchical Federated Learning
(FL) tasks, providing hands-on insight into FL without orchestration.
The second part focuses on the AloTwin orchestration middleware,
demonstrating how it enables seamless setup and monitoring of
HFL pipelines across heterogeneous edge, fog, and cloud environ-
ments. The middleware automates the deployment of FL services
(clients, aggregators) and handles infrastructure changes affecting
the pipeline and global model performance, such as clients join-
ing or leaving a running FL task. Participants are guided through
deploying their own custom FL tasks on a real-world distributed
cluster, while exploring the middleware’s capabilities for orches-
tration, resource management, and hierarchical coordination. The
tutorial is ideal for researchers and practitioners interested in de-
ploying and running edge-to-cloud FL tasks at scale.

The tutorial was presented as part of the 15th International
Conference on the Internet of Things (IoT 2025), held on November
18, 2025, in Vienna, Austria. Website: https://iot-conference.org/
iot2025/workshops-tutorials/.

Keywords
edge computing, Federated Learning, orchestration, MLOps

1 Introduction and Motivation

10T systems are inherently distributed: devices are spread across
multiple locations and different administrative domains, often using
edge computing devices in their vicinity. Therefore, IoT environ-
ments are well-suited for deploying Federated Learning (FL) [2]
pipelines to create new machine learning (ML) models based on

This work is licensed under a Creative Commons Attribution 4.0 International License.
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the generated IoT data, while preserving privacy by avoiding the
transfer of raw and sensitive data to the cloud. FL pipelines enable
model training in local networks in a distributed manner and close
to IoT data sources by utilizing nearby edge devices for local train-
ing on client nodes. However, traditional FL pipelines, which rely
on a single central server for aggregation of local models (cloud
aggregator), face significant limitations when scaled across the CEI
continuum: (1) Communication overhead: The centralized architec-
ture with a single aggregator incurs high communication costs as
each client must send model updates to the cloud aggregator; (2)
Data heterogeneity: Statistical variation in data across clients leads
to poor model convergence; and (3) Dynamicity of CEI environ-
ments: Traditional FL lacks native mechanisms to handle varying
client resources, fluctuating bandwidth, and frequent node failures
inherent to edge environments.

To overcome obstacles (1) and (2), Hierarchical Federated
Learning (HFL) has emerged [1]. HFL introduces an intermedi-
ate layer of edge servers to aggregate local client updates before
communicating with the global cloud aggregator. This multi-tier ar-
chitecture can significantly improve the communication efficiency,
making HFL pipelines ideal for CEI deployments.

To address obstacle (3) and complex setups of HFL pipelines, we
propose the AloTwin Framework for Adaptive Orchestration
of (H)FL Pipelines, which supports dynamic adaptation to changes
in the CEI continuum. The AloTwin approach goes beyond static
pipeline deployment and requires continuous runtime monitoring
of both infrastructure health (e.g., node failures, network condi-
tions) and ML performance of a running HFL pipeline (e.g., model
accuracy, convergence rate). By integrating an orchestrator, the
system can autonomously make informed decisions and coordinate
reconfiguration actions—such as dynamic client-to-aggregator reas-
signment—to maintain high Quality of Service (QoS) and maximize
model performance within defined constraints (e.g., communication
cost).

The AloTwin orchestration middleware supports HFL deploy-
ments at scale without requiring manual configuration and man-
agement of the computing infrastructure, i.e., edge and cloud nodes.
The middleware, built on Kubernetes, automates the deployment
of HFL services (clients and aggregators) across the available in-
frastructure and responds to infrastructure changes that affect FL
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performance. In other words, the middleware is adaptive and can
reconfigure an HFL pipeline at runtime based on the triggers which
are either infrastructure-related (e.g., node failure), or related to
ML performance (e.g., increase in training loss).

2 AloTwin HFL Orchestration Middleware:
Architecture and Mechanisms

The AloTwin middleware for adaptive orchestration of HFL pipelines
extends the two main components of a general-purpose orchestra-
tor such as Kubernetes: orchestrator and node. The main role of
the orchestrator is to manage the FL pipeline, while nodes execute
FL-specific services, clients and aggregators. The FL orchestrator ex-
tends the general-purpose orchestrator with two new components:
FL Controller, designed to control the FL pipeline, and FL Configura-
tion, responsible for determining the best-fit pipeline configuration
for a given environment. Given the benefits and complexity of HFL,
the orchestration is primarily designed to support HFL setups, but
it also supports flat FL setups.

In a typical (H)FL setup, an ML engineer defines an FL task
with the following inputs: (i) an initial ML model, (ii) training
parameters, and (iii) the orchestration objective. The initial ML
model serves as the starting point from which all clients begin their
training during the initialization phase of the pipeline. The training
parameters include batch size, learning rate, and similar settings.
The orchestration objective can be defined on a case-by-case basis,
for example, to either optimize the model’s performance within
a predefined cost budget or to minimize the cost while achieving
a specific performance target, such as a target level of accuracy
or loss. Clients need to prepare their training datasets, perform
local training, and update their local models based on received
aggregated model updates.

In particular, a typical HFL pipeline is executed through the
following phases:

(1) Initialization phase: Clients prepare their local data for train-
ing, and the initial ML model is distributed by the global
aggregator (GA) to all clusters and, in turn, to the clients.
Local training: Clients train their local models for a prede-
fined number of epochs.

Local aggregation: After local training, clients send their
model updates to their dedicated local aggregator (LA) for
aggregation. The aggregated model is distributed back to
the clients in the cluster.

Global aggregation: After a predefined number of local ag-
gregations, usually called local rounds, the edge-aggregated
model is sent to the GA for global aggregation. Subse-
quently, the global model is distributed back to the LAs
which forward it to the clients in their cluster. This marks
the beginning of a new global round.

Model convergence and completion: When the model has
converged, or a certain threshold has been reached, the
pipeline execution is completed.

@
®)

@

~

®)

3 Tutorial Objectives

This tutorial offers a comprehensive, two-part introduction to build-
ing and orchestrating scalable FL pipelines. Participants first learn
the fundamentals of standard flat FL using a widely adopted FL
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framework (Flower!) and then use our extensions to setup hierar-
chical FL deployments exclusively with Flower. In the second part,
they apply advanced techniques for adaptive orchestration using
the open-source tools from the AloTwin project, built on top of
Kubernetes.

The tutorial is designed for researchers, students, and practi-
tioners interested in distributed ML, edge computing, and service
orchestration. Participants should be familiar with Python and have
a basic understanding of ML concepts (e.g., neural networks, loss
functions). Prior experience with PyTorch is beneficial. All required
software (Flower, AloTwin components) is open-source and pro-
vided in pre-configured virtual environments or containers set up
by the tutorial organizers.

Learning Outcomes: Upon completion, participants are able to:
(1) Set up a standard FL pipeline for model training using the Flower
framework. (2) Understand and implement the key architecture of
HFL (client, local aggregator, global aggregator). (3) Apply advanced
methods for dynamic and adaptive orchestration of HFL pipelines.

4 Tutorial Structure

The tutorial is organized and structured into two parts and in-
cludes the following three tasks focusing on practical and hands-on
lessons:

(1) Task 1: Standard Federated Learning Setup with Flower

(2) Task 2: Hierarchical Federated Learning with AloTwin
Flower Wrapper

(3) Task 3: Orchestrating HFL pipelines with AloTwin Middle-
ware

The first part relates to the usage of the Flower framework with
flat and hierarchical pipelines®. The goal of Task 1 is to establish
a working baseline for distributed model training and understand
the limitations of a flat FL architecture. Participants use the Python-
based Flower framework (version 1.7.0) and the widely-used CIFAR-
10 dataset. Participants execute the aggregator and multiple clients,
observe the aggregation process (e.g., FedAvg), and track the global
model’s convergence rate and communication requirements.

In Task 2, we transition the flat FL setup into a multi-tier HFL
architecture using the AloTwin Extension of the Flower Framework
(fl-service). The implementation of the FL service is available in
the following repository: https://github.com/AloTwin/fl-service.
In this setup, participants configure three distinct roles: global
aggregator, local aggregator and client. Participants execute a tiered
deployment, observing how the local aggregation step reduces the
communication load on the cloud server and also track the global
model’s convergence rate.

In the second part of the tutorial, we present the framework
for adaptive orchestration of HFL pipelines and explain the need
for pipeline reconfiguration during runtime. We also introduce
our original reconfiguration validation algorithm (RVA) [3] which
evaluates pipeline reconfiguration after a specific number of global
rounds following a reconfiguration. The target is to maximize the
ML model accuracy within a specified communication cost budget.

Flower Labs GmbH, “Flower A Friendly Federated Learning Framework,” https://
flower.ai/

YInstructions for Task 1 and 2 are specified here: https://github.com/AloTwin/fl-service/
tree/tutorial.
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Building on the HFL architecture deployed in Task 2, Task 3 pro-
vides a hands-on exercise for adaptive HFL pipeline management
using the AloTwin Framework for Adaptive Orchestration of FL
Pipelines (fl-orchestrator), published as open-source software in the
following repository: https://github.com/AloTwin/fl-framework.
Participants explore how configuration files (e.g., YAML) define the
list of nodes and their roles, and start an HFL pipeline within a prede-
fined cluster. Participants are divided into teams, and each team uses
eight pre-configured virtual machines for one HFL task/pipeline.
They can also set up an experiment with dynamic changes of the
infrastructure: a new client joining a running pipeline®.

Furthermore, we demonstrate how orchestration logic can be im-
plemented to optimize an objective (e.g., maximize model accuracy)
while satisfying a constraint (e.g., communication cost budget ),
mirroring real-world operational requirements of CEI deployments.
More details on how an orchestration objective can be tailored to
maximize model performance within a predefined communication
budget can be found in [3].

5 Conclusion

This tutorial provides a unique and highly relevant opportunity
to gain practical experience with HFL and its critical orchestra-
tion challenges in the context of real-world deployments in the
CEI continuum. Through hands-on experimentation with the es-
tablished Flower framework and the novel, open-source AloTwin
orchestration middleware, participants can move beyond theoret-
ical understanding to actively implement adaptive, resilient, and
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communication-efficient distributed ML solutions. The skills gained
from configuring, deploying, and managing HFL pipelines are di-
rectly applicable to developing next-generation AloT systems that
operate reliably in heterogeneous and dynamic real-world environ-
ments while shaping the future of decentralized intelligence.
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